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Abstract: Because of the sensitivity, real-time and large scale characteristics of the actual computer network application,
it is not convenient to carry out the research work directly on the computer network, and use the modeling and simula-
tion method to study the network attack and defense safety of the calculating machine. It not only can avoid the influ-
ence and damage to the actual computer network, but also has the advantages of flexibility, repeatability and low cost
efficiency ratio. It can provide an effective reference for the practical security of the computer network. This paper
summarizes the modeling methods and characteristics of computer network attack and defense behavior based on graph
analysis and network worm behavior analysis, and analyzes the analysis method of computer network attack and de-
fense effect based on cascade failure. And computer network attack and defense modeling and simulation system for
security evaluation. Finally, the difficulties and shortcomings of computer network attack and defense modeling are
analyzed, and the development trend in the future is forecasted.
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1. Introduction

With the development of computer network technology, communication technology and its wide application in so-
cial, economic and military fields, computer network security has been paid more and more attention. Because of the
sensitivity, real-time and large-scale characteristics of computer network applications, it is not convenient to carry out
research work directly on them. Modeling and simulation methods can not only avoid the impact and damage to the
actual computer network, but also have the advantages of flexibility, repeatability, low cost-effectiveness, and so on.
They are used for computer network attack and defense. The study provides an effective way.

In this respect, scholars at home and abroad have carried out in-depth and effective research, and achieved rich re-
sults. There are different types of simulation methods, such as attack tree™, attack graph!?, defense treel®!, epidemic
model™®!, packet model™. On the basis of the integration of modeling and imitating methods, a modeling and imitating
system for computer network security assessment is developed, such as VCSE", NCR!®!, NETWARSY!, GARNET!,
etc. However, due to the different application scale and characteristics of different methods and systems, there are still
some problems and deficiencies in these methods and systems. For example, attack trees and attack graphs are too com-
plex to understand and analyze when analyzing the attack and defense characteristics of large-scale networks, and most
of them are only used for macro-level analysis such as network threats and risk assessment. Infectious disease model
uses differential equations to analyze worm virus propagation in networks, although it has good expansion. Scalability
can be used to analyze the propagation characteristics of worms in large-scale networks, but the application of the mod-
el is very good.

Many simplifications and assumptions neglect the network topology, data flow and link state changes, resulting in
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poor fidelity. Although packet method has good fidelity, it has low level of concern and poor scalability, and is generally
difficult to apply to large-scale network worm analysis.

In order to make a better analysis of computer network security by modeling and simulation method and provide
an effective reference for practical computer network security, this paper summarizes the latest representative achieve-
ments of scholars in this field in recent years from modeling methods, cascade effect modeling analysis, modeling sys-
tem and so on. This paper analyzes the characteristics of different modeling methods, points out the difficulties and
shortcomings in this field, and predicts the direction of further research, hoping to provide a more comprehensive sup-
port and reference for related fields.

2. Research on Modeling and simulation method based on graphic analysis
2.1 Modeling method of network attack based on attack graph

There are many methods for network attack modeling, such as attack tree, attack graph, Petri net and so on. These
methods synthesize the vulnerability in the network and the attack action that the attacker may take.

Attack tree! is a method of denoting network attacks with tree graphics. It takes the ultimate target as the root
node and the sub-target as the sub-node. It refines gradually until the leaf node represents the specific attack method.
Attack tree method is mainly applied to macro level analysis such as network threat and risk assessment. Ten et al.[?! of
lowa State University used attack tree model to study the impact of different cryptographic mechanisms on the security
of power monitoring computer networks. They take a specific computer in the attack monitoring network as the leaf
node of the attack tree, and define the system threat index and the protection measure index as the vulnerability index of
the system, and use the vulnerability index to measure the probability of the success of the system attack. Yan Fen et
al."? based on the traditional attack tree attack modeling, redefined the attack node and quantified the attack risk of the
leaf node, proposed a MLL-AT (multi-level hierarchical attack tree) modeling attack idea and method, which can repre-
sent multi-stage network attacks, and can distinguish different attacks. The different security threats of the attack se-
quence to the system.

Attack graph is a set of attack preplan set, which takes network topology information into account'?. In order to
overcome the shortcomings of manual, slow speed and lack of quantitative analysis, Wang et al.**) improved the tradi-
tional attack graph model by using Bayesian network, and established an automatic Bayesian attack graph model. The
model infers and evaluates the possible situation of each network node, establishes a probability model, detects the key
vulnerable nodes of the network by the size of the probability and provides network security recommendations. Jajodia
et al.™ of George Mason University put forward the concept of Topological Vulnerability Analysis (TVA), which can
analyze the relationship among network vulnerabilities and automatically generate network vulnerabilities by using the
connection relationship between networks, combining information such as IDS, antivirus software and various vulnera-
bility databases. Attack graphics. TVA can also simulate multi-step network attacks based on different network configu-
rations and vulnerability models, identify critical vulnerabilities of the network and automatically generate network
security recommendations. However, when the network nodes and links increase, the TVA complexity increases rapidly
and the scalability is poor.

Simply relying on attack graph to analyze vulnerability and security of large-scale networks, the graph is often too
complex to understand and analyze. To overcome this shortcoming, Noel et al.** added an adjacency matrix to the at-
tack graph, mapped the edges of the attack graph into matrix elements, and mapped the nodes of the attack graph into
rows or columns of the matrix, which greatly simplified the attack graph. To give a simple example, assuming that there
are 100 fully connected hosts with one vulnerability per host, the resulting attack graph will have 100 nodes, 1000000
edges, which is difficult to view and analyze; if represented by adjacency matrix, using

The matrix of 100 x 100 can show that the degree of visualization is greatly enhanced. The attack graph adjacency
matrix element can only directly represent the single step attack.

In order to effectively analyze multi-step attacks, Noel et al.*® can also calculate the high power of adjacency ma-
trix to obtain the possible occurrence of multi-step attacks. For example, the K power of adjacency matrix can be used
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to represent the possible occurrence of k-step attacks, and the minimum attack steps between each pair of nodes can be
calculated and predicted. Attack source. Ne-ol and others put forward the concept of risk adjacency matrix, which uses
non-negative values to represent the elements of adjacency matrix, and color depth to represent different risks in visual-
ization. The degree further increases the readability of the attack graph, which is conducive to further analysis of the
attack graph.

2.2 Network defense modeling method based on defense graphics

Effective network defense should include various mechanisms, such as attack prevention, detection, source track-
ing and network protection. For these mechanisms, defense trees, Intelligent Graphics and other network defense mod-
eling and analysis methods have emerged.

Defense tree is a graph of network attack path analysis which is obtained by adding network security measures on
the basis of attack tree. Based on the concept of defense tree, Bistarelli et al.®! combined with conditional preference
network to optimize the defense measures that may be used in network security, and evaluated the changes of network
attack behavior after taking optimized defense measures. Sommestad et al.'”! put forward a method to build defense
tree using extended influence diagram. The influence diagram is a acyclic directed graph G = (N, A), which is com-
posed of node set N and arc set A. To some extent, influence diagrams can be regarded as a Bayesian network. The de-
fense tree can be easily formed by adding defense decision in the extended influence diagram, and the success probabil-
ity of attacking target or its sub-target can be calculated by using conditional probability table.

In order to react reasonably to network attacks and predict the types, characteristics and possible effects of attacks,
Scott et al.™® proposed an intelligent graphics method to quickly assess the similarity between the detected behavior
and the original or learned attack model or normal model. And issue an alarm. Users can use intelligent graphics to vis-
ually see the cause of the alarm and take further measures.

3. Research on Modeling and Simulation method based on Network
Worm behavior Analysis

Network worm attack is one of the most common and effective attack methods. It is flexible, controllable and re-
producible to study worm spread by modeling and simulation.

3.1 Infectious disease model

The transmission of worm virus in the network is similar to that of the infectious disease in the social domain, so
the analytical model obtained in the study of infectious disease can be directly applied to the simulation of the transmis-
sion of the network virus. At present, SI, SIS, SIR, AAWP, IWMM and two-factor models are the main models of viral
transmission behavior based on infectious disease model. It approximates the spread of the network virus to the spread
of the epidemic, classifies the hosts in the network into infected hosts, susceptible hosts, moving out of the main com-
puter, etc., through the number of different types of hosts, the infection coefficient, etc. Establishment of Mathematical
Analytical Modules with time and Equal parameters The simulation results can be calculated and drawn by Mat- lab and
other mathematical analysis software.

The differential equations set up by the number of different types of hosts, infection time and infection coefficient
is a deterministic equation set; another equation set with stochastic characteristics can be established by calculating the
state of the same node at different time points and the transformation probability between them, that is, by Monte Carlo
method. Differential equations™!. The state of a node and its state transition probability are related to its own state, the
state of the node it contacts and the characteristics of the network. Existing network models rarely consider the impact
of network topology on worm propagation. Zhang Wei and others of Beijing University of Posts and Telecommunica-
tions”” proposed a worm propagation model based on network topology unit. The model divides worm propaga-
tion based on network topology into two parts: one is network structure analysis, which decomposes complex network
into general network structure units, including Node-to-neighbor-node, Node-to-node, Multi-nodes-to-node, and the
other is to calculate worm virus on-line. The propagation of worms in the whole network is calculated by using proba-
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bility matrix. This method provides a way to accurately calculate the time of infection of worms in different locations.

The greatest advantage of virus propagation behavior model based on infectious disease model is its good scalabil-
ity, which can simulate the network of millions or even tens of millions of nodes. However, on the one hand, this model
can only reflect the general characteristics of worm propagation at the macro level because of many simplifications and
assumptions; on the other hand, this method focuses on the mechanism of network virus propagation to show the
changes of the number of different types of nodes in the network with time, ignoring the topological structure of the
network. The change of data traffic and link state is deficient in fidelity.

3.2 Packet model

In order to reflect the impact of network protocol, topology, traffic and other network environment details on worm
propagation in scalable network model, a packet-level worm propagation behavior modeling is proposed.

Deng Jie and others of Tsinghua University™® designed and implemented a low-cost and high-performance network
worm experimental environment based on SFNet, which can be used to model and simulate the network and worm in
fine-grained packet level. This method divides and designs the main function modules of infected hosts, including target
IP acquisition, worm packet generation, packet transmission timing, etc. The worm propagation is simulated as UDP
packet transmission in the network. In addition to reflecting the change of the number of infected hosts with time, the
packet-level model can also reflect the infection time of any host in the network, the influence of different initial in-
fected hosts on the spread of worm virus, and the influence of scanning strategy on worm spread. In order to simulate
worm propagation on a larger scale on a realistic basis, Kalyan et al. of Georgia Institute of Technology designed a
packet-level "all-virtual system"®?!. The virtual system abstracts the endpoints in the network through the virtual ma-
chine technology, and realizes the unity of high simulation and high scalability to a certain extent.

Packet-level worm simulation can reflect the impact of network traffic and network topology on worm propagation,
and can also reflect the use of defense strategies to a certain extent. However, because of the low level of concern, this
method needs a higher computer resource consumption in building simulation truths, which can not be used in
large-scale networks. Worm modeling and simulation.

3.3 Hybrid model

In view of the advantages and disadvantages of infectious disease modeling and data packet modeling, Lijenstam
et al. of Dartmouth University Safety Technology Research Center proposed and implemented the concept of "hybrid
model"®??. Mixed model is divided into two layers: worm propagation infection model, worm scanning caused traffic
model and routing information traffic change model. At a higher level, the spread of worm virus adopts the epidemic
model; at a lower level, the network traffic changes caused by network topology, node distribution, protocol and virus
scanning are fully considered. Different simulation mechanisms are used in different hierarchical models: infectious
disease model is based on time running; packet model is based on event running. The two are coordinated by a single
loop event timer.

Hybrid model simulation combines the advantages of infectious disease model and package-level model, and
makes a compromise between simulation fidelity and scalability. However, the design of this method is difficult. It is
necessary to distinguish reasonably between macro-level and micro-level according to the research purpose, and realize
the interaction of different level models.

3.4 Network defense modeling method based on benign worms

The initial introduction of network worms is to carry out scientific computing and large-scale network performance
testing, network worms themselves also reflect the characteristics of distributed computing, so we can design benign
worms to defend against network malicious worms. Benign worms, borrowing from the medical concept of "attacking
viruses with poison®, can spread like ordinary worms, patch vulnerable hosts or remove worms from infected hosts!.

Benign worms also scan the network when they propagate in the network, resulting in network congestion. Wang
Chao et al.* proposed a novel hybrid benign worm model, that is, active strategy is adopted in the prophase of benign

worm propagation, scanning the network of susceptible hosts and infected worms hosts to spread benign worms; When
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the infected host is scanned to a benign worm host, it will be infected by a benign worm. On this basis, Zhou Hanson et
al.”™ analyzed the optimal switching time of active and passive strategies, deduced the mathematical model of benign
worm propagation and simulated it. Zhang Dianxu et al.?® designed a SRF diffusion model, which adopted the ordering,
grading and RRH-1 propagation strategy in the scanning phase, could greatly reduce the scanning detection flow, and
could accurately control the creep in the propagation phase by combining the finite propagation algorithm with the fre-
quency adaptive dynamic copy control mechanism. The number of insect replicas enables its traffic to reach a control-
lable level.

4. Modeling and analyzing method of network attack and defense
fect based on cascading failure

In the modeling and analysis of computer network attacks, network robustness or survivability is one of the im-
portant research directions. It refers to the network in the case of random failure or deliberate attack, in the case of node
or edge damage, the network can still maintain function or provide services. The cascade failure of the network consid-
ers the cascading reaction caused by the failure of the nodes, and the coupling relationship between the nodes will
eventually lead to the collapse of part or even all of the network.

4.1 Network cascading failure modeling based on network static attributes

It is found that scale-free networks are robust to random attacks, but they are vulnerable to deliberate attacks, i.e.
scale-free networks are "robust yet fragile™; and random networks are robust yet fragile against random attacks or de-
liberate attacks. Attacks are robust. Cohen et al. used seepage theory to analyse the robustness of the network, and gave
a critical value method to calculate the network collapse caused by node removal®®®. At the same time, how to optimize
the network with specific properties to obtain optimal robustness is also one of the focuses of many researchers. Valente
et al.*! considered that the network with more robustness in the case of random failure or deliberate attack has a bi-
modal distribution, while satisfying the above two conditions, the network optimal distribution has a trimodal distribu-
tion which can also increase the network robustness to fault and attack by adding or reconnecting edges.

The above literature focuses on the static properties of the network, and studies the effects of node or edge addition
and removal on the network performance, including the degree distribution, shortest path, clustering coefficient and
other network parameters, without considering the dynamic redistribution process of network load traffic caused by
node addition or removal.

4.2 Network cascading failure modeling based on traffic reassignment

Failure of nodes in the network will lead to the redistribution of network load flow. In the case of limited band-
width capacity of nodes, load redistribution may cause the load on some nodes to exceed their bandwidth, resulting in
node failure, and then network cascade failure. Considering these factors, Motter and Lai®®*? establish a load capacity
linear model (ML model), and give the conditions of global cascading: the network has a highly heterogeneous load
distribution and needs to remove high load nodes. Dou Binglin®! of Fudan University and others proposed a nonlinear
load capacity model with two variables on the basis of ML model, and simulated cascade failure in B-A scale-free net-
work and Internet AS level network, which verified the feasibility of the model. Compared with ML linear model, this
model has higher performance of resisting cascade failure and lower investment cost with higher robustness. However,
this conclusion is obtained under the assumption that the nodes send the same traffic per unit time through the shortest
path, and in the discussion of cascading process, it is assumed that when the load exceeds the node capacity, the nodes
will be removed from the network without considering the control of network traffic and congestion.

Zhu Tao et al.B®* Aiming at the phenomenon that the nodes in the cascade failure model usually only have two
states of "normal” and "failure” and are deleted from the network immediately after failure, a "load" function is defined
for each node to represent the degree of node congestion, and different attackers are analyzed. The effect of the formula
on cascade failures of networks with different network structures, different tolerance coefficients and different protec-
tion modes. However, the proposed cascade failure model has many simplified assumptions, which need to be supple-
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mented and improved in combination with the practical application background.

5. Research on Modeling and simulation system for safety assessment

Computer network attack and defense modeling and simulation system can integrate various modeling methods,
provide mature modeling tools, friendly modeling environment, greatly improve the efficiency of Network Security
Modeling and analysis.

In order to evaluate the network security situation, Ingols et al.*! incorporated the common attack graph into the
multiple prerequisite graph and developed a NetSPA system. The system is an end-to-end attack graph generation and
analysis tool. It defines a simpler network model to facilitate the system to automatically collect network data. To a cer-
tain extent, it solves the problem of automatic collection of network data and the problem of scalability of attack graph
generation algorithm. NetSPA system can build a network attack graph model with 50000 hosts in 12 minutes and pro-
vide network defense suggestions. But once the vulnerability information and location of network nodes change slightly,
MP graph must be regenerated, and the scalability is poor. When the nodes are too many, the graphics will be too com-
plex and difficult to understand. GARNET system!™ optimizes the visualization technology of NetSPA system to a cer-
tain extent, but the system does not quantitatively analyze the vulnerability information of the network, only qualitative
judgment, lack of credibility. To effectively evaluate the effectiveness of computer network operations, the United
States has developed a Virtual Control Systems Environment (VCSE)'), a National Cyber Range (NCR)®, and a Net-
work Warfare Simulation environment. NETWARS]®I¥®] etc. VVCSE is a comprehensive simulation bed environment
developed by Sandia National Laboratory for security analysis of computer network control systems. It can be used to
analyze the relationship between control systems and infrastructure, determine the effective ways of network attacks,
the vulnerabilities of the system, and the performance of the system after network attacks. NETWARS is a network op-
eration simulation system for military communication network analysis. It uses the communication network modeling
mechanism of "transceiver-communication equipment-link-communication service-combat platform-combat force" to
evaluate the performance of military communication network at joint task force level. NCR is a simulation test bed spe-
cially used in the United States to enhance the national defense capability against network threats. It uses large-scale
multi-resolution model to model the information infrastructure network and evaluate the network attack effect. It can
provide an adaptive, multi-dimensional and heterogeneous comprehensive experimental platform for related research.

Because of the complexity of computer networks, such as large scale, heterogeneity and growth, it is very difficult
to describe them by a single modeling method. Elder et al.=” of George Mason University in the United States put for-
ward the idea of integrated modeling by using various methods such as social network, complex network and
agent-based modeling, and provided Pythia, Temper and ORA modeling tools. At the same time, systems and platforms
such as CyberSim®, Cauldron®®, network application and simulation middleware Bionet!*”! based on the principle
of bionics, which are used to simulate the spread of malicious software in large-scale network, also provide a good
model for computer network attack and defense. Reference resources.

6. Concluding remarks

The main difficulties of computer network attack and defense modeling are as follows: on the one hand, computer
network itself has large-scale heterogeneous dynamic characteristics, it contains a large number of node links, the net-
work with different functions communicate with each other, the network itself has dynamic connectivity and growth
characteristics; on the other hand On the one hand, computer network attacks have diversity, such as worm, Trojan
horse, DDoS attacks, rogue software, and so on. Different attacks aim at different vulnerabilities of computer systems,
and the attacking characteristics and effects are different.

The problems brought about by the characteristics of computer network mainly focus on the acquisition of network
security data, which are embodied in the following aspects: the large-scale characteristics of network affect the integrity
of security data acquisition; the dynamic characteristics of network structure affect the accuracy of security data; heter-
ogeneous network and the lack of centralized management not only make network security The difficulty of data acqui-
sition increases, and the format of data acquisition is not uniform, which brings many difficulties to modeling and anal-
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ysis. Objectively speaking, most of the existing computer network attack and defense modeling methods are only for a
region, a certain enterprise level of computer network security analysis, has certain limitations. The diversity of attack
modes of computer networks leads to the diversity of attack and defense modeling methods, such as attack tree, attack
graph, Petri net, worm virus propagation model, etc. Most of these modeling methods can only model and analyze one
attack mode, and the similarity between them is very small, so it is difficult to form a network. Comprehensive analysis
of safety situation.

To sum up, computer network attack and defense modeling still has many shortcomings and has great room for
development. Firstly, the computer network itself can be used to strengthen cooperation and develop new information
acquisition technologies to improve the integrity, accuracy and format of network security data. Secondly, the computer
network itself is similar to complex networks and complex adaptive systems in structure, behavior and characteristics.
The multi-agent method can be used to model the network attack behavior, and the complexity theory can be used to
analyze the statistical and evolutionary characteristics of the network, such as the degree distribution of the network
nodes, the average distance change and the cascade failure characteristics of the network. With the continuous devel-
opment of computer network technology and application, computer network security will be paid more and more atten-
tion. Network attack and defense modeling for computer network security analysis has broad application prospects.
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