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ABSTRACT

Banking is one of the most important aspects of everyday routine. Several users are
using it for performing numerous transactions and many of them have become online
nowadays. With the growth of internet and technology, all the transactions are done
online and there is no need for the customer to visit banks frequently. A single click does
all the transactions by sitting in one place. Though it is very good to hear even online
banking has numerous threats. The users are given their own internet logins wherein
they perform their transactions. This has become a critical threat as most of them can
be easily hacked and all the transactions are done without their knowledge. In order to
preserve their critical information, an efficient authentication based secured framework
is designed where in case if the user forgets his password of the login it could be
recovered easily. As banking systems ask the user to change the password frequently
for security purposes user tends to forget his passwords. By this proposed system it is
very easy to recover his forgotten password. The proposed system is evaluated is
observed to be efficient than the other existing systems.
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1. INTRODUCTION

Banking plays a vital role in everyday's life [1]. Without doing any transactions it is very
difficult to proceed a life. There are numerous reasons where we do several transactions. In
traditional days, we have seen people going and standing in front of the banks and in long
queues even for a small transaction. With the growth of the internet has reduced this long
waiting queues to a greater extent. People are not visiting banks for their small transactions and
when there is a need only then they tend to visit. All the banking services are readily available
in banks online services. Let it be fund transfer, applying for a new ATM card or applying for
any other services [2]. It is the prime responsibility of a bank to provide a login for every user
of their bank in order to access their profile.

The era of internet banking has also tended to numerous security threats [3]. Each user is
given a separate password to log in their profile. These passwords are generally very secure and
the users are adviced not to share the passwords with anyone [4]. The users are also advised to
change their passwords frequently so that they are not compromised to any hackers. While
changing the passwords each and every time many users tend to forget their passwords and
suffer from not logging into their account. While retrieving their forgotten process it is a huge
process wherein several authentication systems play its role. The password reset link is not that
easily given to any user, as there might be many security breaches. In this paper, we have
proposed a secured and authenticated system which is used for recovering the password with
less time. The work is compared with numerous traditional systems and is observed to be
working efficiently better than the others. The rest of the paper is organized as follows: In
section 2, a summary of related works is given. Section 3 briefs about the proposed model and
shows the detailed design of the proposed model. Section 4 presents the experimental results
whereas the paper is concluded and future works are pointed out in Section 6.

2. RELATED WORK

There are varied works that are processed and designed by numerous researchers that are built
to certify the passwords that are being given to the users from not being victimized. Ramzan
and Pervaiz [5] viewed shifted verification arrangements that online banks supply to their
clients from every security and convenience point of view; like Two-factor verification
approaches to broaden security, that includes 2 essential components: (1) something client
knows about, similar to word, PIN, passphrase and so forth.; And (2) one thing client has, such
as rotating credit, equipment token and so forth. At that point performed chance investigation
upheld the presented confirmation arrangements. Mujinga and Eloff [6] inquired about manners
by which to improve the ease of use of web based financial security frameworks. Examined the
arranging standards and human capacities regarding the issue required to utilize security
frameworks solidly, and examined the improvement of what impacts the conduct of clients of
web based financial administrations and appearance at their communication with online
security advances, at that point presented a structure for the arranging standards for usable on-
line security and tried it abuse the heuristic examination strategy. Hertzum et al [7] assessed
and reviewed six Danish online electronic financial frameworks that have genuine
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shortcomings with pertinence simple use. The investigation of the shortcomings asked that
security needs are among their causes. Braz and parliamentarian [8] examined the convenience
security exchange off of two-factor confirmation ways. They propose 2 rating scales: security
and esteem, severally, and use them to coordinate client validation techniques; together with
two-factor verification. They all over that two-factor authentification will expand
"redundancy,” so increasing security, in any case, diminishing ease of use. Subsorn and
Limwiriyakul [9] inspected web banking security frameworks in Australian banks by sending
a similar examination approach in producing an arranged web banking security list. The
outcomes revealed were absence of web banking security everything considered thel6 picked
Australian banks. higher web banking security data, two-factor validation and more grounded
cryptography being used are some of the example suggestions. Casald et al. [10] considered the
impact of apparent security, protection, ease of use and name on the benefactor trust inside the
setting of web based banking, likewise, broke down the trust-responsibility relationship inside
the setting of monetary web destinations by formalizing a speculation; proceeding with the data
collection and live approval forms. At last, correlation the planned model with an opponent one
and giving different choices to up the level of customer trust and duty inside the setting of web
based financial Weir et al. three looked at 3 very surprising two-factor techniques of e-Banking
confirmation as far as by and large quality, security and accommodation as seen by members
(50 eBanking clients). The discoveries of this correlation demonstrate that members picked
their inclination following ease of use and accommodation frames of mind rather than what
they were by all accounts dynamically secure. Al-Somali et al.[11,21] known and analyzed an
assortment of things that urge clients to receive and agree to web based banking in Saudi Arabia
bolstered an innovation acknowledgment model (TAM) and consolidated some further essential
administration factors. The assessment was done to 400 clients. The high pace of unreported
wrongdoings could influence the general public in basic leadership and because of this
circumstance; half of the violations are not revealed. The users can register to application and
can give the detailed report of crimes that happened [12,22]. Data fusion plays a vital role to
save energy of the sensors. Different Data fusion models and their working principle are
studied, analyzed and surveyed in order to understand the goals of each data fusion model [13].
The classification is made conceivable by structure a learning base against which any
information could be sorted. The degree is limited for this situation and henceforth fabricating
the information base should be exact else the characterization would be wasteful [14]. This
framework is a reasonable structure to prepare the client profile all the more rapidly and
productively with the assistance of reranking forms. Adarsh Swaminathan. B et al. proposed a
framework which is progressively secure by controlling the measure of client profile's subtleties
at the customer side being passed to the server side, along these lines giving protection and
keeping up a decent positioning quality. Stemming Algorithm was utilized so as to gather the
catchphrases that are much of the time utilized by the client [15,20]. The characterization the
clients as spammers, content advertisers and genuine clients by structure a test gathering of
genuine YouTube clients utilizing which we can give an order we utilization of substance,
individual and social characteristics that help in describing every client class. For compelling
order we use SVMKNN which is a functioning learning approach [16,18]. Agricultural
developed a system which will automatically monitor the agricultural field as well as
performing live video streaming for monitoring the Agriculture field from the server itself,
through raspberry pi camera. The agriculture fields are monitored for environmental
temperature, humidity and soil moisture. The automatic irrigation will be performed based on
the set points of the temperature, humidity and soil moisture sensor. The data collected from
the field are monitored in loT, the data are then processed and necessary information is passed
through the field owners for counter measures [17,19].
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3. SYSTEM DESIGN OF PROPOSED MODEL

The architecture of the proposed model for banking services is designed as in Fig.1. The data
acquisition layer collects user data that is needed for authentication from the data contributors
that is the users through online internet banking services. The registration center is used to
maintain an online database for various registrations that assigns a unique identity and password
for each registered customer. The registration center setups various other parameters such as
the signature scheme and cryptosystem. Multiple registration centers are also set up which could
be used when a single point of failure occurs in the model. The data trading layer is responsible
for maintaining the truthfulness of the raw data collection. It should be free of data collection
attacks from external intruders and should properly verify whether the user data provided is
through properly registered users. The proposed model is designed to simultaneously guarantee
data truthfulness and privacy preservation of the user data obtained from the data contributors.
The users register their data with the registration centers and verify that their submitted data is
truthful. The data contributors cannot impersonate other contributors data. The baking service
provider is enforced to truthfully collect the data and process it for further verification. Both
the identities of the data contributors and sensitive information about the data are well protected.
The proposed model is extensively evaluated through two real- world datasets and their
performance are evaluated. This section will provide a detailed explanation of the various
modules used in this model. Fig. 1 shows the complete architecture of the proposed model. The
model creates a user with a new mobile number and the account is registered successfully. The
proceeding steps in making the password more secure is shown in Figure 1.

Forget password

Checking charger, camera,
installed apps, calendar, call log
using questions

Register New Account

Use new mobile to

registered

if

mobile

register,

Select image for password
and select password positi
inimg.

Login using
username & Pass.

Choose

Change password

existing or
proposed

See your login
Indicator

See your login

Ifall

Indicator
/4wwd Inject password to
er mobile using indicator

Banking Services

Figure 1 User site Authentication Technology

Inject password to
mobile using indicator

3.1. Pseudo Identity Generation

All the banking customers undergo the process of registration with the registration center which
in turn provides a unique pseudo identity or a Login ID to every registered user. The registration
center setups the system parameters well before the beginning of the data trading. The
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verification is done at both the ends; the data contributor and the data consumer. Two-layer
batch check is finished during information processing and signature total. At the finishing stage,
the final verification is done by the data consumer.

3.2. User logs Accumulation

The everyday utilization of banking services by different clients has collected to frame client
logs. We expect that there exist some legitimate however inquisitive information patrons,
specialist organizations, the information purchasers, and outside aggressors, e.g., busybodies,
may assemble touchy data from client information, and perceive the genuine personalities of
clients for unlawful purposes, e.g., an assailant can construe an information giver's home area
from her financial profile. Henceforth, the passwords given to the client's should be verified in
every one of the perspectives. It should likewise be stayed quiet from the framework members,
i.e., we should protect information confidentiality. Plus, an outside eyewitness can't uncover an
information supporter's genuine character by breaking down datasets sent by the client, i.e.,
personality safeguarding. The logs dataset will be put away in a database as a vault set. The
Third-Party Server needs to register these pertinent logs and produce the procedure.

3.3. Processing of Passwords

By utilizing the wording from the sign-encryption conspire, the proposed model is organized
inside in a method for Encrypt-then Sign which uses the system called incomplete
homomorphic encryption and personality-based mark. It forces the financial administrations to
honestly gather and process the genuine information. The pith is to first synchronize information
preparing and signature verification into the equivalent cipher text space, and afterward to
firmly incorporate information handling with result verification by means of the homomorphic
properties. Such a development is powerless against both the no/fractional information handling
assault, as the information purchaser, just knows the cipher texts and neglects to confirm the
accuracy and fulfillment of the information administration. Figure 2 shows the throughput of
the system when compared with other models.

3.4. Signature-Based Encryption of Passwords

The main responsibility of banking services is to process encrypted passwords. Here the
passwords are encrypted and then converted into signatures. To monitor the confidentiality
about the baking customer, each unique user ID is processed in the content of the log and is
then encrypted and appended to a single signature. To enforce the validation process, service
providers have to check the log files periodically. For each processed output their respective
signature is compared. Only if the signature is matched the confidentiality of the service
providers get upgraded. Thus, we can avoid the fraudulent behavior that has a high possibility
of occurrence.

4. EXPERIMENTAL RESULTS

The system model was designed using JDK 1.7 and Tomcat 7.0. The application is designed as
shown in Figure 2.
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Graphical_Authentication

Guess Me,
If You Can ..!

Figure 2 Graphical Authentication Application

The system was evaluated on various parameters proposes the user site authentication
technologies that are used for the two-factor authentication login where transaction verification
is available. Various login requirements and Password recovery methods are also discussed.
Before creating a login in this module, the user is asked to enter his IP Address to make the
application even more secure. Once the user creates it, it could be changed only when the user
uses his graphical authentication password to change it. Hence this could avoid the use of using

the application of the user in other devices. The screen prompting for the IP Address of the user
is depicted in Figure 3.

Graphical_Authentication

10.0.0.17

SUBMIT

Figure 3 The input of IP Address

Figure 4 shows the graphical view of user authentication. New user registration page and

user login page is depicted. The user is allowed to register for the first time using his mobile
number.
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Figure 4 User Registration Page

The user can then set his password as shown in Figure 5. The password could be used for
his subsequent logins.

al, T @

Graphical_Authentication

Banking Application

Figure 5 User Registration Page

When the user attempts to forget his password a new dialog prompts as invalid passcode
where the user gets an option of recovering his old password through the registered mobile
number. The page is depicted in Figure 6.
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Figure 6 Password Recovery
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Select item
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Cancel

Figure 7 Selecting Graphical input Authentication

While password recovery, there could be a chance of any malpractice. In order to avoid it,
the user has to select a graphical image that he has used while registering. When the graphical
input given now matches the older one then the user is able to successfully recover his password.
The panel showing the user to select the image is shown in Figure 7.
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Graphical_Authentication

i

Figure 8 Graphical Authentication

Once the graphical image is chosen by the user, the decoding of the input takes place by
each and every pixel. In Figure 8 we can observe that the given input is segregated into
numerous columns and the decoding takes place to match it with the previously given
authentication password.

al, @

Graphical_Authentication

®
Lol
V)

Figure 9 Navigation Pane

The navigation pane of the graphical authentication panel is given in Figure 9. By using this
pane the user is able to move and select the input from is device effectively.
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Figure 10 Selecting Graphical input Authentication

The proposed model has two services that are provided to the user. One is the Graphical
authentical and another one is the Improved Graphical authentication. The user can select any
one of the above two mentioned methods to authenticate the passwords that they are using for
their banking applications. The panel of the proposed model is depicted in Figure 10.

5. CONCLUSION

Banking plays a critical role in everyone's life. All the transactions done on for banking
purposes are numerously used via internet banking. Passwords are generally given to the users
for protecting their own data and sharing of it might cause a great security threat to the user. In
order to protect the passwords, they need to be authenticated. As there are several attempts to
change the passwords regularly, many users tend to forget them. Password recovery is a great
research work and numerous researchers are working on it to make it more secure. In this paper,
we have proposed a method that is used to securely authenticate the password while recovering
it. The evaluation results have shown the efficiency of the model when large datasets are used.
Future works may include the use of various machine learning techniques to make the model
more feasible to complex datasets and handle the growing privacy threats.
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