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ABSTRACT 

The proposed system aims to develop a secure medical image encryption 

algorithm by combining chaotic map and cryptographic technique. In this paper, an 

innovative AFO (Arnold Cat Map, Fibonacci sequence and One Time Pad) algorithm 

for medical image encryption has been proposed. This AFO algorithm consists of four 

phases, in which diffusion, and confusion takes place two times. The pixels of the 

original (OI) and the key (KI) image are diffused by Arnold Cat Map first. Then the 

pixels of diffused images are confused with the help of Fibonacci sequence. Next, N 

unique random numbers are generated. Using these random numbers, the confused OI 

and KI image pixels are again permuted. The values of the resultant OI and KI pixels 

are pooled by utilizing the Vernam Cipher (also known as One Time Pad) in the final 

confusion phase. The quality of the reconstructed and an encrypted images are 

evaluated by some of the most widely used objective measures like MSE (Mean Square 

Error), PSNR (Peak Signal to Noise Ratio), AD (Average Difference), MD (Maximum 

Difference), MAE (Mean Absolute Error), (CC) Correlation Coefficient, IF (Image 

Fidelity), SSIM (Structural Similarity Index Metrics). Results of these measures 

commends that the proposed AFO encryption algorithm is suitable for secure medical 

image transmission. 
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1. INTRODUCTION 

A secured data transmission was not the great requirement, when the idea of computer 

network was introduced. With the current technical and scientific advancements in digital 

transmission and imaging technology, people around the globe is interconnected by 

interchanging multimedia data (text / image / audio / video). With the ability of an imaging 

and communicating devices, every single moment of an individual can be documented and 

transmitted. The transmitted multimedia data can be used in the region of military, medical, 

educational, entertainment, industrial or social media.  

Telemedicine or E-health services has taken center stage, in order to nullify the doctors - 

patient’s physical distance, reduce the travelling time and medical expenses [1]. Also, it is 

used for administrative, clinical, research, remote educational and consultation purpose. 

Consequently, the paper based medical record are replaced by an Electronic Medical Records 

(EMR) which contains sensitive information about a patient’s medical histories, medical 

images, financial and demographic details. The success of E-health services rely on medical 

images which plays an important role in earlier and effective diagnosis. Innovations in 

medical imaging techniques supported the doctors to view the internal organs of the patient 

throughout surgical procedure for effortless diagnosis of the diseases. Medical images which 

contain patient’s health information need to be transferred from one place to another using 

unsecured high speed network. Thus, the progress in technology end up in privacy, 

confidentiality, integrity, availability and high level security threats for transmitted and stored 

data. If the sensitive health information is accessed by a hacker, there is a chance of using it 

either for selling those details to an advertising agency or for an individual usage leading to 

misdiagnosis [17]. A common preventive and defensive technique against this cyber criminals 

would be an encryption. Encryption converts the plain image into cipher image by using 

secret key. The core idea of cryptography is that, only the intended recipient should get 

intelligible image and it should be unintelligible for all others. Only by using the same secret 

key, the encrypted image can be decrypted to get back the original image in the case of 

private key cryptography. Conventional encryption algorithms which can provide high 

security for the text like Data Encryption Standard (DES), International Data Encryption 

Algorithm (IDEA), Advanced Encryption Standard (AES), and RC4 are not suitable for 

image encryption in real time, because images have inbuilt qualities like bulk in size, high 

pixel redundancy and correlation among its adjacent pixels.  

Considering these distinctive features of image, many image encryption algorithms have 

been proposed. Among them, chaotic image encryption technique become more popular 

because it has cryptographic confusion and diffusion properties. Pseudorandom sequences can 

be generated by chaotic maps, since it possess the features like nonlinearity, deterministic, 

ergodicity, mixing, unpredictability, control parameters and the sensitivity to initial 

conditions[15]. These driving factors influenced the researchers around the world to develop 

many chaotic image encryption algorithms.  

In some applications, chaotic crypto techniques have almost overtaken cryptographic 

algorithms. The proposed AFO encryption scheme comprises two confusion and diffusion 

phases with biometric key image, since A. N. Pisarchik and M. Zanin [4] stated that pseudo-

random numbers generated by only one chaotic system is not secure enough to withstand 

powerful cryptographic attacks. Arnold Cat Map and Unique random numbers are used for 

diffusing [31] the image pixels. For image pixel confusion, Fibonacci series and One Time 

Pad (OTP) operations are employed. The height and width of the key image is same as that of 

the original image. As required by the OTP, the key image is large enough to encrypt the 

original image. 
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Chaotic maps are simple unstable dynamical systems with high sensitivity to initial 

conditions [Devaney 1992] [11]. Arnold Cat Map (ACM) was proposed by Russian 

mathematician Vladimir Arnold in 1968 and it is based on a matrix with 1 as its determinant. 

ACM is reversible because of this determinant value [2]. To test his chaotic equation, he used 

a cat image. Hence, it is called as Arnold Cat Map. The use of ACM in an image encryption 

changes the position of the pixels and it does not alter the value of the pixels. After N 

iterations, the image pixel positions are fully transformed and the original image appears 

intelligible [20]. But, if iterated adequate number of times [6], the original image reappears. 
Arnold Cat Map is a periodic [23] and an invertible chaotic map defined as:  

 

[
    
    

] = [ 
  
     

] * [
  

   
]  mod N     (1) 

 

Where  

p and q are control parameters. 

Xn and Yn are actual pixel locations  

Xn’ and Yn’ are new pixel locations 

Image scrambling is mainly used to preserve the confidentiality in image transmission. 

Fibonacci sequence generating technique is used to make visually distorted OI and KI. 

Fibonacci number Fn is defined by the recurrence relation  

   =      +              (2) 

With seed values of    = 0 and    = 1.  

There is no degradation in the decrypted image using Fibonacci sequence.  

The Vernam cipher is the simplest cryptosystem also called as one-time pad cipher. 

Vernam cipher is a special case of substitution cipher implemented by bitwise XOR operation 

and it is widely used in the design of modern encryption algorithms like DES and AES [27]. 

One-Time Pad (OTP) cipher is an encryption technique that cannot be cracked if used 

correctly. It was invented by Gilbert Vernam and Joseph Mauborgne in near the end of WWI. 

Claude Shannon proved mathematically that one-time pad was unbreakable in his work 

published in the late 1940s. 

Following an introductory section, section 1 which provides relevant background 

information about the proposed scheme. This paper is organized into five sections. Section 2 

examines about an existing image encryption algorithms based on chaotic maps and one time 

pad. Section 3 deals with an architecture of the proposed scheme. The experimental results 

and performance analysis of the proposed algorithms are demonstrated in Section 4. A 

conclusion of this paper is given in Section 5. 

2. LITERATURE REVIEW 

The importance of medical image security is widely acknowledged by the researchers, only a 

few ensure a proper level of confidentiality, integrity and availability before using the open 

network for transmission. Due to the rise of the communication network and imaging 

technologies, full-fledged security of the sensitive images transmitted over the insecure 

network is very difficult to achieve. Recently much attention has been devoted to the security 

of medical image transmission. As a result, number of chaos based cryptographic encryption 

algorithms have been developed by researchers.  
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In the year 2011, a chaos-based image encryption scheme with a novel permutation 

process has been proposed by Xin Ma, Chong Fu, Wei-min Lei, Shuo Li [29]. The diffusion 

performance is enhanced by applying Chebyshev map after a lightweight bit- level 

permutation algorithm, as a result the overall security is also enhanced. The authors concluded 

that the proposed image encryption technique is perfectly suitable for the real time secure 

image transmission over public networks.  

In the year 2013, an efficient image encryption scheme based on multiple generalized 

Bernoulli shift maps and Arnold maps is proposed by Ruisong Ye and Yuanlin Ma [25]. Six 

generalized Bernoulli shift maps and one six-dimensional Arnold map are utilized to distort 

the pixel positions in the permutation process. Four generalized Bernoulli shift maps and one 

Arnold map are employed to change the gray values by a two-way diffusion process. The 

authors claimed that the proposed scheme can be a potential candidate for multimedia 

encryption. 

In 2014, Asia Mahdi Naser Alzubaidi [6] suggested a novel and efficient color image 

encryption and decryption schemes by iteratively dividing image pixels into sixty four blocks 

and rotate each in 90 degree clockwise direction. Then 2D Arnold cat map is used to make 

more distortion in order to hide the statistical structure of original image pixels. 2D Henon 

map is used for diffusion. To encrypt the image, XOR operation is applied. Author resolved 

that more flexible, reliable, and higher encryption quality can be achieved by the proposed 

work. 

In September 2014, Junqin Zhao, Weichuang Guo, Ruisong Ye [14] proposed a row-by-

row / column-by-column one round permutation - substitution image encryption scheme 

based on generalized Arnold map to increase the speed of encryption. They recommended 

that the proposed image encryption scheme is robust and secure and can be used for secure 

image and video communication applications.  

In September 2015, Anand Joshi, Maneesha Kumari [5] proposed a new approach for 

colour image encryption and decryption using involuntary matrix with Arnold transformation. 

They have compared the proposed method with some other existing methods and shown that 

the proposed method is better than those methods. The authors concluded that the proposed 

method can be used in digital RGB image processing to secure image data. 

In the year 2018, Ranvir Singh Bhogal, Baihua Li, Alastair Gale and Yan Chen [22] 

developed an algorithm using a cat map combined with AES and tested it against AES in its 

standard form. The authors concluded that an encryption quality can be improved by applying 

a chaotic map to change the initial state of an image. 

Though various research articles were perused, the proposed AFO algorithm a unique 

combination of Arnold Cat Map, Fibonacci sequence and One Time Pad were not 

encountered. Hence, this AFO algorithm is developed in order to avoid the limitation in the 

existing algorithms. 

3. PROPOSED CHAOTIC CRYPTO MEDICAL IMAGE ENCRYPTION 

SCHEME 

The main objective of this AFO algorithm is to increase the confidentiality and integrity of 

the transmitted image. The proposed encryption scheme comprises of following steps in order 

to secure the medical image transmission over the unsecure internet. This chaotic 

cryptosystem is the combination of image confusion and diffusion phases. Medical image as 

an original image and biometric image (fingerprint) as the key image are the inputs for this 

encryption algorithm. 
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3.1. Encryption Algorithm 

The steps for the encryption process are as follows: 

Step 1: Load the original image OI and key image KI of size N×N pixels. 

Step 2: Convert OI and KI into N x N matrix. 

Step 3: Set the control parameters P and Q of Arnold transform. 

Step 4: Shuffle the OI and KI using 2D Arnold transform with parameters P and Q. 

    Xn
 ’ 

= Xn
 
+ PYn

  

    
Yn

 ’ 
= QXn

 
+ (PQ + 1)Yn

 
 

Step 5: Let the confused image obtained after 2D Arnold transform as ATOI and ATKI.  

Step 6: Diffuse the pixel values of ATOI and ATKI by the Fibonacci sequence and let it be 

FTOI and FTKI. 

    FTOIn = ATOIn-1 + ATOIn-2 

    FTKIn = ATKIn-1 + ATKIn-2 

Step 7: FTOI and FTKI is confused again by the unique random numbers (27, 73, 51, 76, 78, 

100, 85, 86, 74, 1, 25, 30, 5……..) generated after giving the seed value and it is named as 

RTOI and RTKI. 

Step 8: Finally RTOI and RTKI are given as input to One Time Pad encryption algorithm, 

which in turn will give the final encrypted image EI on the sender side.  

EI(i) = RTOI (i) RTOK(i) 

The complete working flow for the encryption process of the proposed chaotic 

cryptosystem is portrayed in Figure 1. Original and Key images are provided as an input 

along with the control parameters p, q to the ACM. ACM equation (1) generates new x, y 

coordinates x’, y’ for shuffling the pixels of OI and KI. ATOI and ATKI are the two new 

images generated by ACM. After ACM, only the pixel positions are changed. The pixel 

values remain unaffected. In order to alter the pixel values Fibonacci sequence is used. Hence, 

ATOI and ATKI are set as an input to the Fibonacci sequence. It produces FTOI and FTKI 

after making changes in the pixel values. Using N unique random numbers, the pixel locations 

of FTOI and FTKI are changed again to produce an output as RTOI and RTKI. Cipher image 

gets generated after providing RTOI and RTKI as an input to the OTP. This cipher image is 

sent to the receiver and it gets revoked by using the decryption algorithm.  

 

Figure 1. Encryption Process of the proposed system 
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3.2. Decryption Algorithm 

The inverse order of the above encryption steps are followed in the decryption process of the 

proposed work to get back the original image OI on the receiver side. The decryption process 

steps are depicted in Figure 2. KI is not directly given as an input to the inverse OTP 

equation. Before providing KI as an input, it has to be encoded as RTKI by applying the 

equations of ACM (1), Fibonacci (2) and finally unique random numbers for row 

transposition. Now RTKI is given as an input to inverse OTP, it generates RTOI as its output. 

FTOI is formed by row transposition of RTOI. FTOI is set as an input to inverse Fibonacci 

and ATOI is formed as its output. An original image gets decrypted after passing ATOI as an 

input to inverse ACM. The receiver is able get back the original image without any distortion 

finally and it is evident from the Figure 3.  

 

Figure 2: Decryption Process of the proposed system 

 

Figure 3. Original, Encryption and Decrypted Images 

Using the numbers generated by the Arnold Cat Map, the position of the pixel values are 

changed in confusion phase [7]. The pixels are confused by Pseudo Random Numbers yet 

again. While in diffusion phase each and every pixel of the scrambled image is converted into 

new value first by using Fibonacci sequence and then by OTP. After encryption, the cipher 

image can be transmitted through the internet. The original image along with encrypted and 

decrypted images are shown in the Figure 3. From the visual inspection, the original and an 

encrypted images are looking absolutely dissimilar. Whereas the original and the decrypted 

images are looking completely similar.  
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4. RESULTS AND DISCUSSIONS 

The proposed encryption algorithm is implemented using Java (Eclipse - Photon), on a 

Windows 8.1 machine (Intel i5-4210U CPU @ 1.70GHz). Mug shot data set was created by 

downloading few medical and fingerprint images from the internet. From the above data set, 

images of size (60 × 60, 100 × 100, 256 × 256, and 512 × 512) and types like JPEG, PNG 

and BMP were tried in this proposed algorithm. Here the results were given only for PNG 

typef of 60X60 image size. The following steps were carried out for pre-processing of these 

images. 

 Images are resized to 60 x 60 pixels. 

 Converting the above from RGB to Gray Scale. 

 Changing values from Double precision to an Integer. 

Transmission of medical images experience distortion triggering image quality 

degradation. Before using medical images for treatment, assessing the quality of a transmitted 

image plays vital role in image encryption in order to find the similarities between an original, 

encrypted and decrypted images. Hence, image quality metrics has become very popular and 

new metrics are continuously being proposed. Image quality metrics can be classified as 

Subjective and Objective approach [12]. In subjective approach, the quality of an image can 

be evaluated by human experts through visual comparison between an original, encrypted and 

decrypted images. Whereas in an objective method, it is measured by mathematical 

algorithms. Since subjective evaluation is time-consuming, expensive, and resource intensive, 

objective methods of evaluation is used. The efficiency of an image encryption and 

decryption quality of this method is determined by some of the most widely used objective 

measures which are discussed under two sets. First set is the Statistical test which includes 

Correlation test, Histogram analysis, Image Entropy, MSE (Mean Square Error), PSNR (Peak 

Signal to Noise Ratio), MD (Maximum Difference), MAE (Mean Absolute Error), IF (Image 

Fidelity), SSIM (Structural Similarity Index Metrics). Differential attacks like NPCR (Net 

Pixels Change Rate), UACI (unified average change intensity) and Sensitivity analysis is the 

second set. The results of the AFO algorithm is not compared with earlier results, due to the 

inadequacy of similar chaotic- crypto algorithms. 

4.1. Statistical Analysis 

An ideal cryptosystem supposed to be strong against any statistical attacks, pointed out by 

Shannon. The following tests are conducted to verify the strength and stability of the 

proposed chaotic crypto system to withstand against statistical and differential attacks, along 

with the key sensitivity analysis. 

4.1.1. Pixels Correlation Analysis 

The correlation between an original and an encrypted images are analyzed in the horizontal 

and diagonal directions in this paper. The results of the correlation coefficients between an 

original and an encrypted images using the formula in (3) are listed in Table 1. If rxy = 1, then, 

it implies that the pixel values of an original image are not changed after encryption. If rxy = 0, 

then, it implies that the pixel values of an original image are completely changed after 

encryption [13]. The value of rxy can be from -1 to +1. If rxy = -1, then, it implies that the 

pixel values of an original image are inversely dependent with the pixel values of an 

encrypted image. Observing the rxy values (approximately equal to 0) from the Table 1, it 

reveals that there is no or least correlation between the original and encrypted images using 

the proposed algorithm and it can withstand against correlation based attacks. 



K. S. Tamilkodi and Dr. N. Rama 

http://www.iaeme.com/IJARET/index.asp 88 editor@iaeme.com 

   

    

     
         

           
    (3)  

       

 

 Where 

           
 

 
∑    

 
    – E(  ))    – E(  )) 

      
 

 
∑           

  
    &      

 

 
∑           

  
     

      
 

 
∑    

 
     , N is the total number of pixels in an image 

  Xi and Yi are the pixel values of an original and an encrypted images.

4.1.2. Histogram Analysis 

The histogram of an image is primarily used to visually compare the original and cipher 

image. In image histograms, pixel or intensity values are shown on the X-axis and number of 

pixels at each intensity values are shown on the Y-axis. A bar on the histogram represents one 

pixel level.  

 
Image 

Name 

(a) (b) (c) 

 

 

 

IM1 

ORIGINAL IMAGE HISTOGRAM ENCRYPTED IMAGE HISTOGRAM DECRYPTED IMAGE HISTOGRAM 
 

 

 

IM2 

   
 

 

 

IM3 

   
 

 

 

IM4 

   
 

 

 

IM5 

   

Figure 4: Histogram of the (a) Original Image (b) Encrypted Image (c) Decrypted Image 

The histogram of an encrypted image should be completely different from that of the plain 

image. The histograms of the original, encrypted and decrypted images are presented in the 

Figure 4. The histograms of the encrypted image are fairly uniform and significantly different 
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from the plain image. The histograms of the original and decrypted images are looking 

identical. 

4.1.3. Image Entropy Analysis 

Shannon’s entropy is used to find the randomness and unpredictability of an original image 

structure. Ideal value for an image entropy is 8 [30], since the gray image can have utmost 

256 gray levels. Medical images of size 60 × 60 pixels are encrypted and the information 

entropy is calculated for OI, CI and DI. Entropy results are listed in Table 1. It is noticeable 

that the entropy of the encrypted images are very close to the ideal value of 8 and hence the 

proposed algorithm is secure against entropy analysis. 

4.1.4. Mean Square Error (MSE) 

MSE is the cumulative squared difference between the original and encrypted images [16] can 

be used to check the avalanche effect. MSE is a pixel difference based metric. Let X(i, j) and 

Y(i, j) are the pixel values of an original image and an encrypted image respectively, then 

MSE is calculated by using (4). The outcome of MSE are listed in Table 1.    

      
 

  
∑ ∑               

  
   

 
       (4) 

Where M and N are number of pixels in OI and CI. 

MSE = 0, if pixel values of the original and encrypted images are same. MSE will be 

maximum, if pixel values of the original and encrypted images are different. MSE can give 0 

to any maximum value depending upon the pixel values of two images. MSE values in the 

Table 1 demonstrated that proposed encryption algorithm is secure and efficient.  

4.1.5. Peak Signal to Noise Ratio (NPCR) 

The PSNR is an image quality metric to measure the pixel value difference between the 

original and the encrypted image. PSNR is used to find the quality of an encrypted image by 

verifying the abnormalities in its pixel values. It is calculated in decibels by using (5) and 

inversely proportional to MSE. If an encrypted image is noisier, then the value of PSNR will 

be less [34]. The expected value of PSNR for an encrypted image should be smaller. From the 

Table 1, PSNR value for all the images are less than 10dB. Hence without knowing the secret 

key it is impossible to deduce the original image from an encrypted one.  

PSNR =        
      

   ⁄       (5)  

Where I = 255 for an 8 bit gray image. 

4.1.6. Mean Absolute Error (MAE) 

Mean Absolute Error (MAE) is an average of absolute difference between the original and 

encrypted images. It is calculated by using the equation (6). If the result of MAE is high, then 

the quality of the images (OI and EI) are worse in general. The MAE results of the proposed 

Chaotic Crypto medical image encryption algorithm is shown in the Table 1. For all the five 

medical images, the MAE values in Table 1 are high. Hence, using the proposed chaotic 

crypto algorithm, the encrypted image, which is completely different from original image.  

 

  
 ∑ ∑ |         |

 
   

 
        (6)  MAE =  

Where     an original image and      is an encrypted image at i and j co-ordinates. 

4.1.7. Maximum Difference (MD) 

MD is the maximum pixel difference between the original image and its corresponding 

encrypted image. It is calculated using the formula in (7) and its simulation results for entropy 
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analysis are shown in the Table 1. If the result of MD is high, then the encrypted image 

quality will be low or the OI and EI are entirely different.  

MD = MAX          | | (7)        

Where     an original image and      is an encrypted image at i and j co-ordinates.
 

4.1.8. Image Fidelity (IF) 

Image fidelity is used to find the accuracy of the decryption algorithm to pull back the 

original image from an encrypted image without any distortion or information loss. The 

results of image fidelity are listed in the Table 1. 

4.1.9. Structural Similarity Index Metric (SSIM) 

SSIM is calculated by using the equation (8) and its result for the proposed scheme is shown 

in the Table 1 SSIM is used to measure the similarity between the two images. In this paper, 

SSIM is used to measure the similarity between the original image and an encrypted image. 

SSIM can have its value from 0 to 1. If SSIM = 0, then both the images are dissimilar. If 

SSIM = 1, then the two images are same [34]. From Table 1, it is observed that all the values 

for SSIM are almost equal to 0, which means that both the original and an encrypted images 

are completely different.  
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4.2. Differential Analysis 

A small change in an original image should cause a substantial change in an encrypted image 

is a desirable property for any efficient encryption algorithm. Differential analysis is used to 

test the amount of change in an encrypted image with respect to a small change in its original 

image. Number of Pixel Change Rate (NPCR) and Unified Average Changed Intensity 

(UACI) are the two image quality metrics used widely to measure the strength of an 

encryption algorithm against the differential attack. The value of these metrics will be zero, if 

both the original and an encrypted image are same [3, 18, 24]. 

4.2.1. Number of Pixel Change Rate (NPCR) 

 

    NPCR= 
∑ ∑     

 
   

 
    

   
         (9) 

 

Where  

      {
                        

                       
                                        

C1i,j and C2i,j are an original image  

and its encrypted image of size N×N. 

NPCR measures the number of pixels which has changed its value in the encrypted image, 

when one pixel value is altered in its respective original image. NPCR is calculated using (9). 

If the percentage of NPCR is high, then the encryption algorithm is robust against differential 

attack. The NPCR results of the proposed algorithm is shown in the Table 1. For all the five 

medical images, the NPCR value is 100% and it is concluded that a trivial change in original 

image will results in an entirely different encrypted image.  

4.2.2. Unified Average Changed Intensity (UACI) 

UACI is computed using equation (10) to determine the average intensity difference between 

the two images (OI and EI) [3, 18, 24]. UACI results are shown in Table 1 and it 

demonstrates that the proposed algorithm yields acceptable values.  
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UACI= 
 

  

∑ ∑            | | 
   

 
    

   
       (10) 

 Where  

C1i,j and C2i,j - original image and  

its encrypted image of size N×N. 

255 denotes the largest pixel value. 

From Table 1, the values of NPCR and UACI demonstrates that this algorithm has strong 

resistance against differential attacks. 

4.3. Sensitivity Analysis 

4.3.1. Key space Analysis 

The proposed algorithm make use of large key size which is same as that of its original image. 

The ACM parameters P, Q, number of iterations and the seed value for generating the random 

numbers are all sufficiently large to make the brute force attack infeasible. 

4.3.2. Key Sensitivity 

The key sensitivity property of the proposed chaotic crypto encryption system is tested by 

changing the key used for encryption is shown in Figure 5(a), the same key is used in 

decryption with a small change in the value of P is shown in the Figure 5(b), Q in Figure 5(c), 

seed value for generating the random numbers in Figure 5(d), and changing one pixel value in 

original image in Figure 5(e). Images in the Figure 5 reveals the sensitivity of the proposed 

chaotic crypto encryption scheme, which is not able to decrypt the original image. Only with 

the actual key and its parameters, original image can be decrypted by the receiver. 

 
New Key DI (a) New P DI  (b) New Q DI  (c) New Seed DI (d) OI - One Pix 

change DI (e) 

         
Figure 5: Decrypted Images after changing the key, P, Q, Seed and One pixel in OI 

Table 1 Results attained by the proposed Chaotic Crypto medical image encryption algorithm 

5. CONCLUSIONS 

A distinctive chaotic crypto technique for medical image encryption using a unique 

combination of Arnold Cat Map, Fibonacci sequence and One Time Pad (AFO algorithm) is 

proposed in this paper. Transmitted medical image is encrypted with the use of same size 

biometric key image. The pixels of an original and the key images are efficiently confused 

and diffused. The result of various image quality metrics like correlation, entropy, MSE, 

PSNR, NPCR, UACI, SSIM, MAE, IF are exhibited in the Table 1, which demonstrates the 

competence of the AFO algorithm. By observing the Figure 5, the resultant decrypted images 

after changing the key, P, Q, Seed and One pixel in OI indicates that the proposed algorithm 

is having high sensitivity towards a small change either in secret keys or in an original image. 

IM 

No. 

 

MSE 

 

PSNR 

 

NPCR% 

 

UACI 

CORRELATION FOR 

OI & EI ( rxy ) 

ENTROPY FOR       OI, CI and DI  

SSIM 

 

MAE 

 

MD 

 

IMAGE 

FIDELITY HORI DIAG OI CI DI 

1 11408.85 7.5584 100.00 48.8089 -0.0282 -0.0415 6.8017 7.5839 6.8013 0.0065 58.2339 253.0 -83.7218 

2 12999.96 6.9914 100.00 50.8031 -0.0323 -0.1838 6.6326 7.8259 6.6334 0.0030 -5.8472 255.0 -118.0554 

3 10633.23 7.8642 100.00 50.8534 0.0115 0.2324 6.6786 7.5801 6.6791 0.0100 49.5711 251.0 -73.8188 

4 14969.99 6.3786 100.00 49.2822 -0.0081 -0.1767 6.0443 7.8357 6.0444 0.0121 28.0064 255.0 -105.4678 

5 11220.89 7.6305 100.00 49.8846 -0.0055 0.1463 7.0319 7.8337 7.0329 0.0168 43.8781 254.0 -71.1404 



K. S. Tamilkodi and Dr. N. Rama 

http://www.iaeme.com/IJARET/index.asp 92 editor@iaeme.com 

Hence, this proposed algorithm is highly secured, robust and appropriate for real time medical 

image transmission. 
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