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ABSTRACT

For secure VANET communication first system has to discover who the attackers
are and how they can damage the VANET communication. Attackers disturb the
communication by getting full or partial access in communication of network. Based on
the participation nature of attackers we can detect the different attackers. VANET
communication must be secure and must having surety that transmitted message is not
inserted, deleted or modified by any attackers. Detection of such attackers will only give
improvement up to some extent, but there is a need to identify a method which prevents
such attackers before spreading attack in other VANET communication areas. In this
paper we presented the analysis of hybrid preventive approach PAODV_RTPSN
(Preventive AODV - Reactive Trusted Path based on Sequence Number). We presented
the improvement of hybrid method under blackhole routing attack with the detail
comparative analysis of different parameters like Packet Drop Rate, Throughput,
Average End to End Delay, Jitter and Network Routing Load.
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1. INTRODUCTION

In VANET, communication is done between V2V (Vehicle to Vehicle) and V2I (Vehicle to
Infrastructure). In VANET each vehicle is equipped with OBU (On Board Unit) and each cross
road enabled with RSU (Road Side Unit). VANETS is having different security requirement for
governing proper vehicular communication. For secure VANET communication there is a need
to find the advance methods which can detect such malicious attackers without adding extra
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burden on network. Here we will discuss hybrid approach which is actually based on two
different methods. In first part first method is activated which is based on detection of higher
Sequence Number in a transmitted data. Initially every node will maintain the list of Trusted
nodes and Non-trusted nodes. If source node will receive reply from any node with largest
sequence number then it will be considered as a possibility of Routing attack. After detection
of such malicious behavior second method activated, we named it as trusted path method. In
said approach RSU is having a responsibility to detect malicious node. RSU will manage List
of Trusted node and Non-Trusted node. In this mode transmission done only through trusted
path which is identified based on repeated entry of common path.

2. RELETED WORK

VANETS are particularly prone to malicious behaviour. Due to the lack of any centralized
authority VANETS becomes very vulnerable to eavesdropping and infiltration. Loopholes in
security are the major barrier in adoption of VANET in commercial application. Only detection
of routing attack like blackhole is not enough there is a need to find the preventive methods
which breaks the spreading of such attacks. The recent research work different researcher had
proposed different solutions for the domain of blackhole attack prevention.

In [1-5,10-11] the different solutions are proposed by authors for establishing trust
management in VANETS. In trust management trust level can be establishing by nodes on other
car nodes by their OBU or by RSU-Infrastructure Nodes. Trust is a very difficult task to achieve
in VANETS because it is decentralized in nature. The movement of any car nodes in the range
of RSU is unpredictable. In this solution need to build trust table based on the trust values given
by other vehicle which they collected from their neighbouring vehicles. In [6], author discussed
about cryptographic methods and with the help of key exchange mechanism neighbour node
authentication is done. In [7], author presented the effects of blackhole attack with routing
protocols AODV and DOV. In paper they proposed a hybrid protocol which is having benefits
of AODV and DSR. In [8], author presented performance analysis of DOA and AODV Routing
Protocols with Black Hole Attack. In [9], author discussed about cooperative cross layer
detection for blackhole attack by improving the watchdog detection method.

3. PERFORMANCE MEASUREMENT PARAMETERS

For measuring the performance here, we taken five different parameters: Packet Drop Rate
(PDR), Average End-to-End Delay (E2ED), Network Throughput, Jitter and Normalized
routing load (NRL).

Packet Drop Rate defines the total number of packets drop over total number of transmitted
packets. Average End-to-End Delay is based on total average transmission time of each packet
from source to destination. Throughput defines the success rate of message transmission over
a particular communication medium. Average Jitter is the variation in the delay introduced by
the vehicle components along the communication path in VANET. Every protocol is adding
routing information for managing packet transmission smoothly. The addition of this packet is
considered as an extra load or Routing Overhead for data packet transmission which specifies
the stress level added by particular protocol.

4, PAODV_RTPSN - HYBRID APPROACH FOR BLACKHOLE
ATTACK PREVENTION

This hybrid concept of trusted path and sequence number named as a “Preventive AODV -
Reactive Trusted Path based on Sequence Number (PAODV_RTPSN)”. This method is having
a two level of security with the reduction mechanism in total load on network which generally
we have to face in simple preventive methods. In first level of this method if source node will
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receive reply from any node with largest sequence number then it will be considered as a
malicious node detection who want to impose blackhole attack on network and particular node
will enable level-2 security which is based on establishment and following of trusted path mode
for transmission. As advancement it will inform all other nodes with the help of RSU for follow
Trusted path.

Algorithm:

Step 1: Initially source node, which is unaware about the position of destination node broadcast
Route Request Message (RREQ).

SN — RREQ [SN_ID, DN_ID, SN_SEQ NO, BROD ID]

Step 2: Different nodes will receive RREQ broadcasted by Source Node and based on it
different node will send Route Reply Message (RREP) to Source Node.

SN «— RREP [DN_ID, SN_ID, DN _SEQ NO, HOP COUNT, LIFE TIME]

Step 3: Initially all neighbour nodes will be considered as a Trusted Nodes, List_Trusted_Node
will store Node_Id of its neighbours.

Create Trust_Node_L.ist ()

{

SN [List_Trusted_Node] < NN[N_ID]
SN [List Non_Trusted Node] «— null
¥

Step 4: If source node receives any route reply with very larger Sequence Number, which is
having difference with source sequence number more than 26 then particular node, will be
treated as malicious node.

RREP_CHECK ()

{

For each (NN (RREP))

{ If (Diff(DN_SEQ,SN_SEQ) > 2'° then

DN =MN
Update_Trust__Node_List ()
{

SN [List_Trusted Node] «— Remove (DN[N_ID])
SN [List Non_Trusted Node] «<— Add (DN[N_ID])}
End if

}
}

Step 5: Now there is a need to activate the trusted path mode. It will be very helpful in
collaborative blackhole attack. Now source node will transmit data only through the node which
is having entries in trusted path. As well as node will send non trusted node list to respective
RSU.

Enable Trusted Path ()

{
Create Trusted Path List ()

{
TPL « Repeat Entry(Routing Table) && In( SN [List_Trusted_Node])
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}

Route_Selection()

{
If found (TPL) then

Select Route «— TPL (Min (Hop_Count))
Else

Select Route < RT (Min (Hop_Count))
End If;

¥
¥

Step 6: RSU will collect list of all Non-trusted node list from each node inside the range and
based on that prepare the block node list. This block node list will be forwarded to each node
in the range of RSU. As well as RSU inform other nodes to enable trusted path based
transmission.

Manage Block _node_L.ist ()

{
RSU [Block Node List] «— SN [SN_ID, List Non_ Trusted Node] }

EN «— RSU [Enable Trusted Path]
EN « RSU [Block Node List]

}

Step 7: All Nodes will Enable the Trusted path mode for a random period of time and update
Trusted and non-trusted Node list based on the updates given by RSU.

Update_Trust_Node_List ()

{
SN [List_Trusted Node] «— Remove (MN[MN_ID])

SN [List Non_Trusted Node] «— Add (MN[MN ID])
}

5. IMPROVEMENT ANALYSIS OF PAODV_RTPSN IN VANET

Here we considered some of the parameters as a performance Metrics like Packet Drop Rate
(PDR), Network Throughput and Average End-to-End Delay. We simulated scenario in NS2
for 500 numbers of nodes for the 1000 second. We will analyze the parameters as per the
discussion in section-4 using AODV protocol. Here we will do the analysis for three different
methods and to get accurate the result we run the simulation five times for each method and
presented result in following tables. Firstly we simply run the simulation for AODV protocol
and received the result as per Table-I. After that we imposed blackhole attack and received the
result as per Table-11. We clearly identify the degradation in various parameters. After that we
run the simulation with hybrid method PAODV_RTPSN and received the result as per Table-
I11. Table-1V is presenting the average result of each parameter for each method.

Table 1 Result for AODV Protocol

AODV
PDR Th E2ED Jitter NRL
(%0) (kbps) (ms) (ms) (%0)

Observation-1 3.93 552.70 84.17 0.0445 6.1761
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Figure 1 PDR Analysis

EPDR
%)

Observation-2 3.96 545.84 89.11 0.0450 6.1780
Observation-3 3.87 541.65 88.36 0.0454 6.1722
Observation-4 3.82 550.49 87.04 0.0446 6.1690
Observation-5 3.94 551.77 83.57 0.0445 6.1767
Table 2 Result for AODV Protocol Under Blackhole Attack
AODV Under Blackhole Attack
PDR Th E2ED Jitter NRL
(%) (kbps) (ms) (ms) (%)
Observation-1 89.62 59.72 483.01 0.1999 5.1237
Observation-2 88.64 64.56 467.08 0.1849 5.1221
Observation-3 87.67 69.47 427.13 0.1718 5.1269
Observation-4 88.92 63.42 468.44 0.1882 5.1296
Observation-5 88.66 65.14 438.92 0.1832 5.1232
Table 3 Result for PAODV_RTPSN Protocol Under Blackhole Attack
PAODV_RTPSN
PDR Th E2ED Jitter NRL
(%0) (kbps) (ms) (ms) (%)
Observation-1 15.38 486.8289 90.1522 0.0989 6.7314
Observation-2 14.87 483.8317 95.6222 0.0995 6.7054
Observation-3 15.08 478.4886 95.4638 0.1006 6.7051
Observation-4 14.85 487.3634 93.6890 0.0988 6.7084
Observation-5 15.22 486.9750 90.2340 0.0988 6.7049
Table 4 Average Result for Different Protocol
Sr. Protocol PDR Th E2ED Jitter NRL
No. (%) (kbps) (ms) (ms) (%)
1 AODV 3.90 548.49 86.45 0.0448 6.1744
2 AODV Under Blackhole Attack 88.70 64.46 456.92 | 0.1856 5.1251
3 PAODV_RTPSN 15.08 484.70 93.03 | 0.0993 | 6.7110
Packet Drop Rate Analysis
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Figure 2 Throughput Analysis
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Figure 5 Network Routing Load Analysis

Figure 1 is presenting Packet Drop Rate Analysis, Figure 2 is presenting Throughput
Analysis, Figure 3 is presenting Average End to End Delay Analysis, Figure 4 is presenting
Jitter Analysis and Figure 5 is presenting Network Routing Load Analysis for AODV Protocol,
AODYV Protocol under Blackhole Attack and Preventive AODV Protocol with reactive trusted
path based on sequence Number. Initially we received Packet Drop Rate 3.90% in AODV and
after Blackhole Routing Attack we received very high average Packet Drop Rate 88.70%. After
adopting Hybrid approach PAODV_RTPSN, we received good improvement and received
packet loss 15.08%.

We received Throughput 548.49 kbps in AODV and after Blackhole Routing Attack we
received Throughput 64.46 kbps. After adopting Hybrid approach PAODV_RTPSN, we
received good improvement and received Throughput 484.70 kbps. Initially we received
Average End to End Delay 86.45 ms in AODV and after Blackhole Routing Attack we received
Average End to End Delay 456.92 ms. After adopting Hybrid approach PAODV_RTPSN, we
received Average End to End Delay 93.03 ms. We received Average Jitter 0.0448 ms in AODV
and after Blackhole Routing Attack we received Average Jitter 0.1856 ms. after adopting
Hybrid approach PAODV_RTPSN, we received Average Jitter 0.0993 ms. Initially we received
Average Network Routing Load 6.1744 % in AODV and after Blackhole Routing Attack we
received Average Network Routing Load 5.1251% and in Hybrid approach PAODV_RTPS we
received Average Network Routing Load 6.7110%. Result is presenting all over good
improvement in all the parameters in hybrid method.

6. CONCLUSIONS

In this paper we presented the effect of blackhole attack in VANETSs and proposed hybrid
prevention approach AODV_RTPSN to reduce the effects of such routing attack in VANET.
We presented the effects on different parameters in different methods with detail analysis. Only
detection of malicious node is not sufficient there is a need to find different methods which
prevent network from similar attacks in future. Here we presented hybrid method for blackhole
routing attack prevention in which we received good improvement in packet drop rate,
throughput, Average end to end delay, jitter and Network Routing Load.
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