
http://www.iaeme.com/IJARET/index.asp 81 editor@iaeme.com 

International Journal of Advanced Research in Engineering and Technology (IJARET)  

Volume 10, Issue 3, May - June 2019, pp. 81-86, Article ID: IJARET_10_03_008 

Available online at http://www.iaeme.com/IJARET/issues.asp?JType=IJARET&VType=10&IType=03 

ISSN Print: 0976-6480 and ISSN Online: 0976-6499 

© IAEME Publication 

NETWORK MANAGEMENT USING SNMP 

Namrata  

Department of ECE 

R V College of Engineering Bengaluru-560059, India 

Dr. S Ravi Shankar 

Department of ECE 

R V College of Engineering Bengaluru-560059, India  

Suresh Babu Kandukuri 

Energy management Unit 

Siemens Technology and Services Bengaluru-560100, India  

ABSTRACT 

Communication is one the important aspects in human life since thousands of years 

ago; basically, it is the transfer of information or message between two people, places 

or machines. Information can also be shared among different computers, routers, 

switches and between networks. Group of interconnected devices is called Network. 

Devices include computers, routers, switches, servers etc., thus network allows the 

sharing of data. In order to have the smooth functionality of network, it has be 

continuously monitored. So, network monitoring is the major role of network, in which 

it tries to discern low speed or unsuccessful network devices, such as failing routers, 

servers, switches and other malfunctioning devices. Network monitoring system 

cautions the occurrence of a network failure to the Network Administrator (NA). 

Network monitoring is predominantly put through software tools and applications. The 

constant and secure supervise of a network includes trace and logs of network 

parameters. The network parameters include data transmission rate, user-time 

percentages, downtime of the device, uptime of the device, response time to user and 

error rates.  

This paper describes the network monitoring using SNMP (Simple Network 

Management Protocol), obtaining required system parameters like RAM usage, CPU 

usage and Disk usage from device which is to be monitored, storing the system values 

in database and displaying data using Grafana tool.  
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1. INTRODUCION 

Communication is one the important aspects in human life since thousands of years ago; 

basically, it is the transfer of information or message between two people, places or machines. 

The person who generates message is known as the source of message or sender, the generated 

message has to be delivered to the person at the other end who is known as the receiver. 

Information can also be shared among different computers, routers, switches and between 

networks. Group of interconnected devices is called Network. Devices include computers, 

routers, switches, servers etc., thus network allows the sharing of data. Internet is the best real-

time example for a network.  

 

Figure 1: Basic Communication system 

Network is an interconnection of many devices. Network with a smaller number of devices 

in it can be configured manually. Configuring of devices in the network becomes complex if 

the network consists of many devices interconnected to it. In order to have the smooth 

functionality of network, it has be continuously monitored. So, network monitoring is the major 

role of network, in which it tries to discern low speed or unsuccessful network devices, such as 

failing routers, servers, switches and other malfunctioning devices. Network monitoring system 

cautions the occurrence of a network failure to the Network Administrator (NA). Network 

monitoring is considered as the part of network management. 

Network monitoring is predominantly put through software tools and applications. The 

constant and secure supervise of a network includes trace and logs of network parameters. The 

network parameters include data transmission rate, user-time percentages, downtime of the 

device, uptime of the device, response time to user and error rates. Alert messages are 

stimulated, and network fault management processes are initiated when predetermined 

parameter thresholds are reached. Monitoring of any network can use software based system or 

hardware based system or the combination of both software and hardware based system for 

constant monitoring. Details that are constantly observed during the monitoring of network are 

as follows: 

• System performance 

• Services 

• Resources 

• System changes 

• System configuration 

All the above parameters are tracked constantly to know the System faults and statistics.   

The main concern of any IT industry in today’s world is network monitoring. Network 

monitoring is considered as a critical IT process because all components in the network has to 

be constantly checked for errors and has to be evaluated continuously for smooth operation. 

Obtaining performance issues helps in identifying issues at the initial stage.  

This paper describes about the network management and monitoring using SNMP, values 

of the system parameters are obtained using SNMP message commands. System values are 

pushed to database and values are displayed using Grafana tool.  
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2. SIMPLE NETWORK MANAGEMENT PROTOCOL 

SNMP (Simple Network Management Protocol) is an Application Layer protocol [1] [2]. We 

can use SNMP to get information about devices in the network like servers, computers, routers, 

printers, switches and services. One can obtain the information like RAM usage, CPU usage, 

Disk usage, System up time etc. The three main parts of SNMP communication are listed below: 

• SNMP Manager 

• SNMP agent 

• Managed device 

2.1. SNMP Manger 

Typically this SNMP manager is the computer that remotely monitors the devices in the 

network by sending the request to SNMP agent. It communicates with the devices in the 

network through SNMP agent. It receives the responses from SNMP agent.  

2.2. SNMP Agent 

The SNMP agent is the software that is present in the network device by default. In order to 

monitor the device using SNMP, then the SNMP agent has to be enabled in the device. Once 

the agent is activated than requests from the SNMP manager can be relayed to the device 

through the SNMP agent and also the responses are sent back to manager from device through 

agent. 

Every SNMP agent will have Management Information Database (MIB) that describes the 

parameters of the device to be monitored. This information is used by the SNMP manager to 

get information about particular system parameter by sending request to the SNMP agent. Thus 

SNMP manager should be aware of this MIB. The MIB is shared between manager and agent. 

2.3. Structure of MIB 

Agent in a network managed by SNMP should maintain the database that includes information 

about network. The database is known as Management Information Base.  The template is used 

to format your paper and style the text.  

 

Figure 2: SNMP network [3] 

From the above figure number 2, The SNMP manager and SNMP agent share the same 

MIB [3]. SNMP agent is enabled in the device that has to be monitored. Information about the 

parameters of the device in which SNMP agent is enabled is present in MIB. SNMP manager 

sends request to agent i.e. it requests for objects. Object is used to collect information about 

device in the work. There are many objects and each objects are unique. These objects are 
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identified by Object Identifiers (OID). OID is a long sequence of numbers and these numbers 

are separated by dots. Collection of objects is called as MIB [5]. The example for MIB structure 

is shown below: 

  

Figure 3: Structure of MIB [4] 

The information system in SNMP is in the form of tree. From above figure number 3, there 

are many nodes. Each node has information about the object and each object has unique OID. 

For example the unique OID for the object sysUpTime is .1.3.6.1.2.1.1.3.O. Looking at the 

figure above, you can easily deduce this OID. The ‘O’ at the last of OID signifies that this object 

is a scalar and not a table[4]. 

There is also a textual description of the numeric OID. For example, the textual description 

of sysUpTime OID (presented above) is iso.org.dod.internet.mgmt.mib-2.system.sysUpTime. 

2.4. SNMP Messages 

The communication between the SNMP manger and SNMP agent takes place through 

following SNMP message commands: 

• SNMP GET 

• SNMP GET-NEXT 

• SNMP GET-RESPONSE 

• SNMP SET 

• SNMP TRAP 

This SNMP GET message is used to get the information from the network device, is sent 

through Protocol Data Unit (PDU). This PDU consists of OID of the particular object that 

SNMP manager wants to query, the response given by the object is forwarded to SNMP manger 

by the SNMP agent thus SNMP agent acts as the interface between the SNMP manger and the 

device [4]. 

3. IMPLEMENTATION 

The steps for network monitoring are listed below: 

Enable SNMP in device 

• Pass OIDs to the device from manager by agent 
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• Monitoring the device 

• Get the values 

• Install database 

• Store the values in Database 

• Install Grafana 

• Make connection between database and Grafana 

• Write queries to display data in the dashboard using Grafana. 

Accessing the database using Grafana is shown if fig below 

 

Figure 4: Database connection to Grafana 

The system values stored in database are displayed in dashboard using Grafana. The 

dashboard created using Grafana is shown in below picture: 

  

Figure 5: New dashboard using Grafana 

Write queries to display data in the dashboard using Grafana.  

4. RESULTS AND DISCUSSION 

After enabling the SNMP agent in the device, the values obtained from the device is stored in 

database, those values are queried for displaying the data in dashboard that is created using 

Grafana tool. The dashboard shows the RAM usage, CPU usage, Disk usage in graphical form. 

The picture of final dashboard shown below: 
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Figure 6: Dashboard of monitoring 

From above figure number 6, the RAM usage, CPU usage and Disk usage are continuously 

monitored. The above picture has three different and unique sections to display the three 

parameters. Thus making user friendly GUI. 

5. CONCLUSION AND FUTURE SCOPE 

This paper gives the method for monitoring the network using SNMP. Different system 

parameter values are stored in database and are queried for displaying the data in dashboard 

that is created using Grafana tool. Obtained and displayed the values of RAM usage, CPU 

usage, Disk usage system parameters. In future these system values can be pushed to cloud and 

one can go for cloud-based UI for displaying system values 
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