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The Internet of Things (IoT) has been more well-known in recent years 
as a result of the many services it provides and the extensive ways in 
which it is used in the area of science and technology. Some examples 
include smart agriculture and smart home gadgets. We currently live 
in a world that is filled with technologically advanced devices, and we 
make virtually constant use of them. Because of the growing number 
of users and the rising volume of data that is being shared, a significant 
quantity of sensitive information is now at risk of being compromised. 
Therefore, it is necessary to make certain that the channels through 
which data is being transferred should reach securely to the endpoint 
without compromising the data’s integrity, confidentiality, or authen-
tication, and that the data that reaches its destination should not be 
altered or tampered with in any way. In recent years, a significant new 
method known as blockchain has been established. This method has 
the potential to contribute to improvements in areas such security and 
trust, speed, visibility, immutability, and traceability. Because of these 
facts, the purpose of this study is to investigate the capabilities of the 
blockchain as well as the effectiveness of using it to address the rising 
concerns about the performance and security of IoT devices related 
with precision agriculture.

Internet of Things (IoT), Blockchain, Cryptography, GUID, and Security 
are some of the Keywords that may be found in this article (Global 
Unique identifier). PKI (Public Key Infrastructure) and Internet of Things 
difficulties
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Introduction
We live in a world that is completely saturated with tech-
nological apparatus and equipment. The Internet of things 
is one of the most ground-breaking technological advanc-
es of the 20th century (IoT). Internet of Things (IoT) is a 
topic of ongoing study that is also playing an essential 
part in the development of the technology industry. The 
term “Internet of Things” refers to a new technological 
paradigm that is conceptualized as a worldwide network 
of machines and gadgets that are capable of talking with 
one another1 . It is also a smart network that links every-
thing to the internet for the purpose of sharing data and 
interacting through information detecting devices such 
as sensors, gateways, etc.1  It is also important to note 
that the Internet of Things is a network that connects 
everything to the internet. These devices have a limited 
capacity for power and storage and are severely lacking in 
resource availability.2 Ashton first used the phrase “Internet 
of Things” in 1998, and ever since that time, substantial 
advancements have been made in the field of “Internet of 
Things”.3 The number of smart devices that are linked to 
the internet is growing at a steady rate each year; if the 
rate of development continues at its current pace, the 
number of connected devices will reach 23.5 billion by 
the year 2029.4 The Internet of Things has a wide variety 
of uses in the fields of science and technology. Use cases 
include things like smart industrial, clever logistics, smart 
agriculture, intelligent transportation, smart grid,5 smart 
environmental protection, smart safety, smart medical, 
smart wearables, and home gadgets.6,7,8,9,10,11,12,13,14,15,16,17,18,7 

In light of the implementation of a great number of strat-
egies for securing IoT devices, there will continuously be 
the emergence of new kinds of assaults brought about by 
variations in security standards. Even while IoT devices 
are safe on their own, as soon as they are connected to 
an unsecured network, they become susceptible to a wide 
range of dangers, including device authentication, DoS/
DDoS attacks8 intrusion detection malware detection9 , 
and detection of malware.10,11  Studies have shown that 
over seventy percent of smart gadgets are susceptible to 
cyberattacks. In addition, in the past, cybercriminals have 
used Internet of Things devices to launch attacks such as 
Mirai (2016), Persirai (2017), and BrikerBot (2017).

security.10 In today’s world, a great number of devices 
contact with one another on a regular basis, which re-
sults in the transmission of a significant quantity of data. 
The operations of surveillance and warfare make use of a 
significant number of important IoT systems, such as the 
Internet of Drones (IoD) and the Internet of Robotic Things 
(IoRT).11 Because of this, there is a significant risk of a breach 
in both the data’s security and its privacy while it is being 
transferred, which is a big cause for worry.

In this context, Blockchain has swiftly established itself as 
a significant technological advancement in recent years. 
It is generally agreed that Satoshi Nakamoto was the first 
person to create a blockchain. Additionally, he was respon-
sible for the introduction of the electronic cash currency 
known as “Bitcoin,” which increased interest in the study 
of Blockchain.12 The blockchain is a public, trustworthy, 
shared, and unchangeable record of all transactions. It also 
has decentralized storage, provides high levels of transpar-
ency and security, and has these features.10 Transactions 
are used to create blocks, which are then linked together 
in a chain using the information contained in neighboring 
blocks through a process known as hashing. Using a number 
of different cryptographic algorithms, these records have 
been safeguarded from being altered or tampered with. 
12 Since its conception, blockchain technology has been 
connected into a number of different domains to manage 
a wide range of issues and bring improved answers to 
already existing ones. One of these areas is the Internet 
of Things (IoT). Blockchain technology has the potential 
to address concerns about privacy, security, and a general 
lack of trust in the context of the Internet of Things. As a 
result, the use of Blockchain technology in the IoT sector 
has resulted in the birth of a new Blockchain sector in the 
IoT sector known as blockchain internet of things (BIoT).13

The following description illustrates how the document 
is structured. The introduction may be found in the first 
section. The second section covers the connected work. 
Blockchain technology and its specifications are covered 
in Section 3. The difficulties associated with securing IoT 
devices for precision agriculture are discussed in section 
4. In the last segment, section 5, the Internet of Things 
performance problems are presented.

Figure 1. A graphical layout of manuscript

Literature Review
A hybrid security approach in healthcare services was 
developed by M. Elhoseny and colleagues14 to protect the 
diagnostic text data included in medical pictures while 
they are being sent. After developing the model utilizing 
a method known as 2D Discrete Wavelet Transformation 
1 Level (2D-DWT-1L) steganography, we merged it with a 
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hybrid encryption scheme that includes of both AES and 
RSA algorithms. This allowed us to conceal the fact that the 
model had been generated. The model was used on both 
the DME datasets and the DICOM datasets. Both sets of 
data were analyzed. The findings showed that the model 
has a PSNR value of 57.02 and an MSE value of 0.1288, both 
of which indicate that it performs better than the one that 
is currently in use. In a separate piece of research, Khari et 
al.15 examined the use of cryptography and steganography 
in order to ensure the safety of data stored in Internet of 
Things (IoT) devices during transmission. The EGC protocol 
used cryptography in order to encrypt data, and stegan-
ography was used in order to conceal the encrypted data 
within low-complexity images. The work described in this 
paper focuses on the security of data stored in IoT devices. 
When compared to the methods that are already in use, 
the efficiency of the work that was presented (EGC) was 
86%. S.Aggarwal et al.29 proposed a model for the internet 
of drones that offers secure communication, data collection, 
and transmission among drones and users as well. This was 
accomplished through the utilization of a public blockchain 
that was built on the Ethereum platform, which included 
the selection of a forger node, the creation of blocks and 
validation, and the application of a proof-of-stake mech-
anism. It was determined based on the findings that the 
This made the system more scalable, reliable, and superior 
by analyzing the computing cost and time. The suggested 
model addressed all security features such as AAA (au-
thentication, authorization, and accountability), DI (data 
integrity), IA (identity anonymity), and VV (verification and 
validation). In a separate piece of work, M. Nikooghadam 
and colleagues17 developed a secure and lightweight au-
thentication and key management protocol for Internet of 
Things-based wireless sensor networks in order to establish 
a secure communication channel between user and sensor 
nodes. The instrument known as Automated Validation of 
Internet Security Protocol and Applications (AVISPa) is the 
mechanism that is used for forward verification. When 
compared to the protocols that are currently in use, the 
findings of the study demonstrated that both the trans-
mission cost and the storage cost exhibited significantly 
improved performance.

SASH is the name of a framework that was presented by 
HTT Truong and colleagues18 and it merges blockchain tech-
nology with the Internet of Things platform. This offers a 
multitude of benefits, including data transfer and security 
among IoT devices. Essentially, blockchain technology is 
used in SASH, and this technology includes a data market-
place, two different sharing methods, and prefix encryption. 
Firmware and Hyperledger have been used in order to 
develop SASH as a platform. The suggested job indicated a 
reasonable amount of administrative burden. In a separate 
piece of research, Karati et al.19 suggested a novel general-

ized CLSC (gCLSC) Cryptography, certificateless signcryption 
approach to guarantee the safe transmission of data over 
IoT devices. It serves both as a digital signature and as an 
encryption method, and it may be used in situations in which 
authenticity, secrecy, and a minimal amount of overhead 
are important features. The performance meter of the 
suggested study showed that the computational cost was 
significantly improved, and moreover, the gCLSC observed 
minimum storge that was about fifty percent lower when 
compared to the CLSC.

A. Seyfollahi and colleagues20 have suggested an algorithm 
known as Harris Hawks Optimization as a method for the 
reliable transmission of data for the internet of things. In 
order to guarantee accuracy and safety throughout the data 
aggregation process, the mechanism is designed using a 
fuzzy hierarchical network architecture that is compatible 
with Wireless Sensor Networks (WSN). When compared 
to other approaches, the findings demonstrated that RDD 
significantly improved the energy consumption, packet 
forwarding distance, and packet delivery ratio. Specifically, 
these metrics increased by 3.12%, 17.5%, and 43.5%, respec-
tively. SP Gochhayat et al.21 introduced a new distributed key 
management strategy for Internet of Things devices. This 
approach protects user sensitive data while still maintaining 
the user’s privacy. This entity then collaborates with other 
peer entities to create an authentication mechanism. The 
technique involves outsourcing the resource-consuming 
cryptographic work to a local entity. The method also makes 
use of mobile agents by deploying them in subnetworks as 
necessary in order to take use of their many benefits. The 
findings of the study report showed that it had a beneficial 
effect on the reduction of the communication overhead.

A node-oriented secure data transmission (NOSDT) tech-
nique was created by X li et al.22 for the purpose of protecting 
the transmission in social networks that are based on IoT. 
This was done because nodes are very susceptible to assaults 
by other malicious nodes. The technique examines the ac-
tions of the malicious node and then selects replacement 
nodes that are dependable in order to ensure the security 
of data transfer. The transmission in malevolent nodes is 
intended to be decreased via the influence model. After 
being evaluated, NOSDT was shown to increase the perfor-
mance of social networks by minimizing the influence that 
malicious nodes had on transmission. In a separate piece 
of research, MA Khan and colleagues 23 presented a block-
chain-based solution for safe and confidential Internet of 
Things (IoT) communication inside a smart home network. 
Deep Extreme Learning Machine is used to enhance the 
capabilities of blockchain-based smart home architecture. 
Extreme Learning Machine, often known as DELM, is a 
feedforward neural network. It learns very rapidly. During 
the learning phase of this suggested system, the backprop-
agation technique was applied, and the network made 
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adjustments to its weight in order to obtain accuracy. The 
accuracy of the suggested method was 93.91 percent, which 
was better than the performance of existing algorithms.

Super ChaCha is an improved version of the regular ChaCha 
stream cipher technique that was presented by MS Mahdi 
et al.24 for the purpose of protecting data flow in IoT devices. 
In order to make a modification to the method, a change 
is made to the rotation. The input cipher went through 
many iterations, including column, diagonal, zigzag, and 
variant form. According to the findings, Super ChaCha 
was able to pass all five benchmarking tests and the NIST 
test with flying colors. Despite just a marginal rise in the 
amount of time, memory, and power required, as well as 
a marginal reduction in throughput, the complexity level 
was significantly increased. In order to crack Super ChaCha 
using a brute-force assault, you need need 2512 probable 
keys. Also, BM Pampapathi et al.25 offered an efficient and 
reliable data distribution as well as a secure data transfer 
utilizing IANFIS (enhanced adaptive neuro fuzzy inference 
system) and MECC (modified elliptical curve cryptography) 
in the Internet of Things. Methods such as registration and 
data transfer, sending, data brokering, security analysis, 
and local computations are included in the work that is 
being suggested. When compared to ANFIS and IANFIS, 
the performance of IANIFS was found to be superior. In 
contrast, the MECC shown a 96% improvement in terms 
of its security in comparison to the present ECC.

In their study on the industrial Internet of Things, Manog-
aran et al.26 suggested a paradigm for blockchain-assisted 
safe data sharing (BSDS). The objective is to get a maximum 
reaction rate while simultaneously minimizing FAP (false 
alarm progression). This model is responsible for ensuring 

the safety of data gathering and dissemination on both 
the incoming and outgoing sides. It was discovered that 
the BSDS was able to obtain a high response rate of 5.67% 
with a FAP of 4%, and it was also able to lower the failure 
rate by 2.14% with a FAP of 2%, respectively. In addition, it 
minimized the FAP by 3.12% while maintaining a response 
rate of 0.95, maximized the response rate by 6.63% while 
maintaining a failure rate of 0.06, and minimized the delay 
by 11.91% while maintaining a FAP of 5.2%. An identi-
ty-based online/off-line signcryption (OOSC) approach has 
been suggested by V.S. Naresh et al.27 in a separate body 
of work. This technique is ideal to offer secure message 
transmission between IoT devices, gateways, and servers. 
This strategy may be broken down into two distinct phases: 
online and offline. The offline phase is responsible for 
completing intensive mathematical calculations, while the 
online phase is responsible for performing less intensive 
computations. The results of the experiments showed that 
the suggested approach requires less time for calculation 
and offers protection against IND-CC2.

A system for the Internet of Things (IoT) called FL2S, which 
is based on federated learning and safe data sharing, was 
suggested by Q. Miao et al.28 FL2S was designed to ensure 
that data is shared securely. A framework known as fed-
erated learning (FL) is created based on the sensitive task 
decomposition. In addition, the technique known as deep 
reinforcement learning (DRL) is used in order to enhance 
the quality of data exchange. According to the findings, 
FL2S provided superior protection of user privacy and 
maintained higher data quality throughout safe data trans-
fer. The numerous methods of safeguarding data that are 
used in IoT devices are broken down into their respective 
outcomes and problems and shown in Table 1.

Author Year Technique/ Method Result/challenges Domain

M.elhoseny et al.14 2018
(2D-DWT-1L)

Steganography integrated 
with AES and RSA.

Better performance in hiding confiden-
tial data into transmitted cover image 

and securing.

Healthcare 
based IoT.

Khari et al.15 2019 Elliptic Galois cryptography. EGC showed 86 % better efficiency. IoT.

S. Aggarwal et al.29 2019 Public blockchain on Ethe-
reum platform.

Better computational cost and time.
It can also be performed on private 

blockchain.

IoD (internet 
of drones).

M. Nikooghadam
et al.17 2019

Authentication and key 
management protocol 

(AVISPa) tool.

Better communication and storage cost.
No machine-to-machine security proto-

col in industrial IoT.
IoT

HTT Truong et al.18 2019 SASH, integrating block-
chain with IoT platform.

Showed moderate overhead. SASH is 
yet to be implemented in global

policies in network.
IoT.

Table 1. Represents the various security techniques utilized for securing data communication in different IoT 
domains
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A. Karati et al.19 2019 gCLSC Cryptography, certifi-
cateless Signcryption.

Minimal storage i.e. 50% less on com-
paring CLSC. Can be enhanced by in-

corporating revocation and discarding 
the bilinear pairing efficiently.

IoT.

A. Seyfollahi et al. 20 2020

Reliable Data Dissemi-
nation for the Internet of 

Things (RDDI) Using Harris 
Hawks Optimization

Improved energy consumption, packet 
forwarding distance, and packet deliv-
ery ratio by 3.12%, 17.5% and 43.5 %

IoT.

(HHO). respectively.
Yet to be evaluated on jamming attack.

SP Gochhayat etal. 21 2020
Delegating the resource 

consuming cryptographic 
to local entity.

Reduced the communication over-
head, generation of extra certificates. IoT.

X li et al.22 2020 Node oriented secure data 
transmission (NOSDT).

Improved performance of social net-
works by reducing the transmission 

impact of malicious nodes. More work 
can be done on forwarding path, bet-

ter methods for detection of malicious 
nodes.

Social net-
work in IoT.

MA Khan et al.23 2020
Blockchain empowered 

with Deep Extreme learn-
ing approach (DELM).

Accuracy = 93.91%. Exploring exten-
sions through the application of fur-

ther datasets and architectures.

Smart home 
IoT.

MS Mahdi et al.24 2021 Super ChaCha. Increased complexity time, requires 
2512 keys to break brute force attack. IoT.

BM Pampapathi et 
al.25 2021

IANFIS (improved Adaptive 
neuro fuzzy inference sys-
tem) and MECC (modified 
elliptical curve cryptogra-

phy).

Better performance than ANFIS, also 
MECC is 96% better when compared 

to ECC.
IoT.

Manogaran et al.26 2021 Blockchain assisted secure 
data sharing (BSDS).

5.67% high response rate with FAP 
of 4% and reduced the failure rate by 

2.14% rate with FAP of 2%, respectively
Industrial IoT.

V. S. Naresh et al.27 2021
Identity based online/off- 
line signcryption scheme 

(OOSC).

Less computational time and secure 
against IND-CC2. Yet to be implement-
ed in healthcare monitoring systems 

and in industrial systems.

IoT.

Miao et al.28 2021 Federated Learning based 
Secure data Sharing (FL2S).

Better privacy protection and data 
quality in secure data sharing. IoT.

The above research makes it abundantly evident that a 
significant number of the methodologies deployed are 
predicated on cryptography, which presents a potential 
security risk for IoT networks. Therefore, it is abundantly 
evident that a reliable solution such as blockchain is required 
to address a number of the problems stated in section 4. 

The Prerequisites for Blockchain Technology
Blockchain may be thought of as both an expanding list 
of records and a decentralized, unchangeable, distrib-
uted ledger that is used to keep track of time-stamped 
transactions that take place across numerous computers 

in a peer-to-peer network. The blockchain stores data in 
“blocks,” which are then cryptographically connected to 
one another. A cryptographic hash of the block that came 
before it is included in each new block. A blockchain is 
the collective name given to all of these blocks after they 
have been linked together to create a chain. A blockchain’s 
consensus process is activated each time a new block is 
added to the ledger.

guarantees that there is one and only one version of the 
truth that is accepted by all of the nodes that make up the 
Blockchain.30 Figure 1 presents a diagrammatic represen-
tation of blockchain technology.
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Figure 1.Blockchain consisting of blocks linked via 
hash codes30

Blockchain technology is made up of a few different compo-
nents, all of which are necessary for the blockchain process 
to function properly. When creating new blocks, adding to 
existing ones, or saving data in blocks, there are protocols 
that must be observed. The following are some of the most 
important prerequisites for Blockchain.

Smart Contracts: A smart contract is a computer program 
that, when certain criteria are satisfied, is saved on a block-
chain. This software makes a transaction both transparent 
and irreversible.

Tokenization permits the digital representation of rights, 
products, and services; it is used in blockchain technology. 
Users are able to communicate and build trust with one 
another via the usage of tokens, which eliminates the need 
for any centralized authority.

Data security: In order to prevent tampering with data, en-
suring data security is an essential component of blockchain 
technology as well as an important part of this technology.

Distributed or dispersed computing environments need 
the use of decentralized data storage as a requirement.

Immutability: In a distributed ledger, none of the records 
or transactions that have been saved should be changed 
in any way. This guarantees the confidentiality and safety 
of the data.

Consensus: This function ensures that new blocks are only 
added to the blockchain after receiving the unanimous 
approval of all legitimate users participating in the network.

Typed Blocks: This functionality is required for both high-
speed commercial transactions as well as smart contracts. 
Therefore, the formatting of the various kinds of blocks, 
which includes the amount of time, the consensus tech-
nique, the number of transactions per block, and the data 
types of material it has, is distinct from one another.

Sharding is essential because it allows the material to be 
distributed among a smaller group of nodes, hence reducing 
the workload on each individual node.

Access rights management: A cryptographic technology, 
such as private and public key encryption cryptography, 
as well as distributed databases with user identities, are 

required for controlling access privileges and assigning 
a purpose. This may be accomplished via access rights 
management.

Standards that are used in the administration of permis-
sioned blockchains: Only the data in a certain sequence may 
be seen since the blockchain network itself is immutable 
and cannot be changed in any way. Those who do not have 
access to the private key will not be given power, despite 
the fact that public certificates are viewable on the public 
blockchain. As a direct result of this, the data should con-
sistently be structured in accordance with data features 
such as the user’s IP address, name, code, and XML format. 
All of this information is sent across the consortium as an 
integral component of the communication process.

Application Programming Interfaces (API) must be taken 
into consideration when standardizing data formats. This is 
another need for blockchain-based systems. Any organiza-
tion that participates in the blockchain network is required 
to employ similar data formats in order to interact inside 
the comparable network.

Updatability: The ability to format and update data in a 
systematic way is required for every node in a peer-to-peer 
network that carries out a transaction. This is because 
updating the data in a distributed ledger is a crucial com-
ponent for keeping records.

Encryption of peer-to-peer communications between block-
chain nodes Blockchain technology necessitates the use of 
encryption to safeguard financial transactions among end 
nodes that may join forces.

User experience (UX): The user interface, also known as the 
user experience (UX), is one of the most significant parts 
of a system since it provides users with a straightforward 
and user-friendly application environment.30

Concern Regarding Safety in Internet of Things
The security of IoT devices is very necessary for the efficient 
operation of the system. There are a number of different 
security considerations that need to be thought through. As 
a result, in order to make the IoT network safer and more 
dependable, we need to address the security concerns. 
The following is a list of some of the criteria that we need 
to concentrate on.31

Maintaining confidentiality requires, at its core, concealing 
information from others who do not have permission to 
access it. The Internet of Things gathers a variety of private 
data from numerous sensors embedded in gadgets, such 
as those found in medical and healthcare equipment, as 
well as temperature, pressure, and heart rate monitors. It 
is possible to track down the essential particulars produced 
by these gadgets. Consequently, it is necessary for sensor 
devices to ensure the privacy of every piece of information 
they communicate.
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Integrity may be described as the prevention of unautho-
rized persons in the communication process from making 
changes to the data. In the internet of things, a single 
modification to a single data bit has the power to transform 
the whole meaning from “NO” to “YES.”

Availability is something that can be described as the ser-
vices that are operating the system being accessible at 
all moment to everyone who is an authorized entity. This 
should be the case at all times. Availability in a smart home 
should be able to execute at any moment in response to a 
request made by the user.32 One example of this would be 
shutting off smart lighting using a remote control.

Trust and Privacy: Both trust and privacy are essential 
components of secure Internet of Things implementations. 
Trust management in the Internet of Things entails the trust-
worthy collection of data, the reliable fusion and mining of 
data, as well as the reliable enhancement of user privacy. 
Some of the factors that go into determining trust include 
the frequency of responses, the consistency of replies, 
physical closeness, shared goals and objectives, shared 
ecosystems, a history of involvement, and availability. The 
protection of one’s privacy is another essential component. 
It is defined as the act of not disclosing any information 
about a person to any third party without first obtaining 
that person’s permission. In the Internet of Things, data 
collecting is very important in public services; hence, the 
individual is the only one who can decide what information 
can be shared and with whom it should be shared.

Authentication and Access control: Authentication denotes 
a state in which both parties involved in a communication 
are certain that they are having a conversation with the 
real person to whom they are speaking. A reliable authen-
tication system33 will protect the data’s privacy, maintain 
its integrity, and make it available without compromising 
its accessibility.

Accountability: In the setting of a heterogeneous Internet 
of Things, accountability assurance may be of assistance 
in determining which device created which data and also 
which device processed which data. It is the capacity to 
hold individuals responsible for the actions they do.

Auditability: This simply implies that in order to offer audit-
ability for an Internet of Things system, we need to be able 
to monitor every event that takes place inside that system.

Non-repudiation: In the context of the Internet of Things, 
“the system must ensure whether the event happened or 
not”34 is what is meant by non-repudiation.

About the many concerns regarding the safety of IoT net-
works Blockchain has the potential to perform exception-
ally well because to its centralized nature, immutability, 
traceability, fast speed, ability to store data, and ability to 
give security and privacy to users. As a result, it has the 

potential to perform better than the conventional proce-
dures that are used. When working to improve the security 
of the internet of things, here are some crucial concepts to 
keep in mind. Blockchain technology has the potential to 
resolve a wide variety of problems. Blockchain technology 
also has the potential to strengthen the previously stated 
security standards.

problems caused by the Internet of Things in precision 
agriculture. a case study

Blockchain technologies have the potential to mitigate the 
risks associated with the Internet of Things (IoT) networks 
and, in tandem with this, give answers to some of the most 
significant problems facing precision agriculture, which are 
outlined below.

Expanding Address Space The limited address space avail-
able in the IPv6 communication protocol poses a substan-
tial scaling challenge when it comes to the addressing of 
Internet of Things devices.

devices. IPv6 only has 128 bits of address space, whereas 
blockchain has 160 bits of address space available to users. 
Taking into account a 160-bit address space, blockchain 
technology has the potential to generate and assign address 
spaces totaling around 1.461048 to IoT nodes. Because of 
this, the probability of an address collision is very remote. 
This is safe and more than enough to serve as a GUID for 
Internet of Things devices (Global Unique Identifier). There-
fore, the use of blockchain technology does not need the 
need for a central authority to give and produce restricted 
Internet Assigned Number Authority.

Managing the Identities of Things: Blockchain technolo-
gy may be used to generate identities that can be relied 
upon, as well as monitor ownership of goods, services, and 
products. Data transparency and traceability throughout 
the whole process are two additional benefits offered by 
blockchain technology. For example, there is a protocol 
called Trust-Chain that has been developed for authen-
ticating and managing trustworthy transactions across 
dispersed Internet of Things networks while keeping the 
networks’ integrity intact. Every single block that makes 
up the Trust-Chain indicates a transaction that took place 
between two participants in the IoT. Additionally, the hash 
codes of previous transactions are used in the production 
of new transactions. The primary advantage of Trust-Chain, 
in addition to its security features, is that each and every 
agent inside the system watches the interaction of others 
and accumulates information to determine trustworthy 
levels. In addition, blockchain technology has the potential 
to offer control mechanisms for transactions that are both 
trustworthy and decentralized. In addition to that, it offers 
speedy end-to-end data verification and remote asset 
management for Internet of Things devices.
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Verification of Transactions Conducted by the Internet of 
Things Blockchain networks have the potential to play a 
key part in the authentication and authorisation of Internet 
of Things (IoT) systems. Blockchain technology allows for 
whole Internet of Things transactions to be recorded on a 
distributed or shared ledger, which can then be monitored 
and tracked in a secure manner. Each and every Internet of 
Things transaction that is communicated with the block-
chain system will always be cryptographically confirmed by 
the legitimate sender, who has a one-of-a-kind PK (Private 
Key) and GUID. As a direct consequence of this, confirming 
the authenticity and integrity of the triggered or activated 
transaction would be far less difficult. Blockstack is a well-
known blockchain solution that facilitates straightforward 
authentication of Internet of Things (IoT) transactions via 
the use of JSON Web Tokens (JWT). Blockstack’s potential 
uses include the authentication of access in smart green-
houses, which is one of the applications for this technology.

Protecting Communications Within the Internet of Things 
Many traditional protocols, such as DTLS and TLS, have 
certain restrictions, especially when it comes to the amount 
of processing time or memory that is required. In addition, 
when employing the standard protocol for public key in-
frastructure (PKI), these solutions have some problems 
with centralized governance as well as control over the 
generation and distribution of keys. The blockchain has 
the potential to alleviate these problems and enhance key 
management among Internet of Things devices if it were 
to provide each and every device its own unique pair of 
GUID and PKI; once the blockchain was installed, it would 
be linked to the network. Additional secure communica-
tion improvements are conceivable with the assistance of 
blockchain technology. One example of this would be doing 
away with the need of a handshake phase in the DTLS or TLS 
protocols to exchange PKI certificates. As a consequence of 
this, blockchain would be the optimal option for addressing 
the requirements of runtime computing and memory man-
agement if the goal is to provide safe interactions between 
IoT devices. In addition, the firmware of Internet of Things 
devices may be hashed continually into a blockchain, which 
can then be used to detect IoT malware and notify device 
owners so they can take the appropriate precautions to 
protect their devices from the discovered dangerous bot. 
A message that is going to be sent to another IoT node 
is hashed by the transmitter node, and the hash code is 
then stored in a Blockchain network. On the other side, 
the message is hashed by the recipient node, which is an 
identical copy. According to the verification protocol, the 
message has not been altered or tampered with while it 
was being sent if the hash value on the message that was 
received is identical to the hash value that is stored on the 
Blockchain.35 

difficulties in achieving optimal performance with IoT and 
its blockchain-based solutions

In the future, IoT systems will need to be able to coordinate a 
wide range of network topologies in order to accommodate 
the growing number of Internet of Things devices that are 
connected to precision agricultural networks.

and analyse enormous volumes of data in a very short length 
of time. As a direct consequence of this, the functionality 
of IoT networks in precision agricultural systems presents 
some much more difficult issues. As seen in figure 2, there 
are five impediments that might be considered Internet 
of Things performance concerns in precision agricultural 
networks. Even with problems of this kind, the blockchain 
technology may be of assistance.

Concerns Regarding Blockchain Technology and Sensing: 
This problem manifests itself in the IoT model’s perception 
layer in the majority of cases. IoT nodes are able to send 
and receive data through the IoT cloud, and many agricul-
tural devices, such as tractors, irrigation machines, smart 
greenhouses, and farming devices, contain embedded 
sensors. These sensors continually generate data about the 
operating status of the device, and they allow IoT nodes 
to send and receive data. In this example, blockchain tech-
nology may be used to keep track of all M2M transactions 
in addition to defining the communication protocols that 
should be employed amongst these sensors. For instance, 
IOTA, a recently released upgrade to the blockchain tech-
nology, was developed in such a manner that it enables 
huge transactions to be carried out in IoT devices by using 
both IOTA and DAG. IOTA’s use is that it has the potential to 
solve the scale problem that exists in precision agriculture.

Blockchain and the Problem of Excessive Energy Consump-
tion: Primarily, this problem is connected to the Network 
layer in the IoT layer paradigm. As a rule, Internet of Things 
gadgets are low-constraint, which means that it is antici-
pated that they will be low-power devices as the use of IoT 
devices in precision agriculture becomes more common. In 
order to practice precision agriculture, wireless equipment 
are required; yet, their energy consumption is much higher 
than that of their cable counterparts. However, due to the 
decentralized nature of Blockchain, it could be able to adopt 
specific solutions to the problem of high energy usage. 
There is the potential for blockchain technology, such as a 
private blockchain, to be used in order to keep the ratio of 
high computing power to high bandwidth connection for 
an IoT node intact. Since blockchain uses decentralized 
ledgers, it will be able to contribute to the maximization 
of electrification by assisting in the establishment of de-
centralized energy ledgers for the various components that 
make up a precision agriculture network. These components 
include, for example, the monitoring of a variety of sensors 
and batteries. Because of blockchain technology, we will 
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also have the ability to monitor in real time the amount of 
energy that is being used by the sensors and gadgets that 
are part of the internet of things36

The Blockchain and Networks Complexity Problem: Once 
again, this problem impacts the Network layer in the IoT 
layer paradigm. Complex communications in the IoT net-
work system are a direct result of the many different het-
erogeneous network topologies that are used in precision 
agriculture. For agricultural equipment to work together 
effectively in precision agriculture, they need to be able to 
communicate with one another across a variety of platforms 
and infrastructures. It is not impossible to do so; but, doing 
so will be challenging, expensive, and time-consuming. 
Therefore, in order to solve these problems, blockchain 
technology may provide assistance in the process of data 
collecting and administration by using secure networks that 
are based on standards. There will be less complexity in IoT 
communications as a consequence of blockchain’s ability 
to manage communications among IoT devices according 
to design principles, and there will be a decrease in the 
amount of time it takes for data to be sent within precision 
agricultural networks.35 

Bandwidth and latency in blockchain technology The prob-
lem that arises when it comes to the performance of the 
Internet of Things is bandwidth and latency in device com-
munication. In the Internet of Things, data flow originates 
outside of the data center. As a consequence of this, it is 
imperative that communication be enabled as quickly as 
possible among the vast number of dispersed IoT devices. 
A substantial number of different Internet of Things devices 
need to have their software updated on a regular basis. In 
addition, device communication necessitates the use of 
a large number of different route alternatives in addition 
to many layers of packet inspection. If blockchain were 
used instead of the data center, these problems would be 
significantly reduced. The decentralization that blockchain 
provides will allow for the load to be distributed closer to 
the endpoints. As a direct consequence of this, Internet of 
Things connection will be developed with minimal latency 
while simultaneously having wasteful bandwidth. Because 
of the rapidly expanding size of blockchains, the need for 
significant amounts of processing power, storage space, 
and bandwidth has become vital. On the other hand, these 
limitations may be circumvented by using a private block-
chain, which has the capacity to carry out more than one 
thousand transactions per second on Ethereum or Bitcoin.

Due to the rapid growth of IoT-precision agriculture net-
works, massive volumes of data need to be kept and man-
aged utilizing flexible archives. Blockchain technology 
presents a challenge in this regard because of its limited 
storage capacity. Traditional cloud-based storage solutions 
have a restricted capacity for manipulating large volumes 

of data belonging to a wide variety of Internet of Things 
devices. Therefore, the imposition of this limitation was 
necessitated by the needs of real-time data monitoring, high 
availability, scalability, and security, as well as low latency. 
IoT endpoints would be able to carry out more real-time 
data analysis and manipulation if Blockchain-based storage 
was used. This would be the answer to the problems that 
have been brought up about the limitations of cloud-based 
storage. Because data stored in a blockchain cannot be 
altered in any way, it is an excellent solution for ensuring 
the availability of data as well as its security. Additionally, 
illegal data sharing might be a problem in the cloud, but 
blockchain gives clients the ability to build access protocols 
without depending on a third party.35

Figure 2. Five Obstacles to High-Performance 
Internet of Things

Conclusion
The Internet of Things (IoT) network is expanding at a 
breakneck pace in terms of both the breadth and depth 
of its penetration into various parts of society as well as 
its overall size. Because of the significant growth in use 
in modern times and the massive amounts of data that 
are being exchanged, data are now more susceptible to 
being compromised by malicious actors. Securing Internet 
of Things devices in order to make communication more 
secure and dependable is an urgent need in this day and 
age. The connection between Internet of Things devices 
may be made more secure with the use of blockchain 
technology. It is a distributed and immutable ledger that 
is both visible and traceable, and it offers a huge number 
of advantages. In this article, we took a high-level look at 
blockchain technology by conceptually describing it and 
analyzing its needs and specifications. There are a few 
advantages to using blockchain technology rather than 
more conventional approaches. A few topics pertaining to 
the Internet of Things were also brought up for discussion, 
including managing item identification, addressing address 
space, and transaction verification. It has also played an 
important part in providing solutions for IoT performance 
challenges in IoT precision agriculture, such as sensing, 
network complexity, energy consumption, limited data 
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storage, bandwidth, and latency issues. These challenges 
have been addressed thanks to the work done by this tech-
nology. In addition to this, the foundation for a dependable 
precision agricultural infrastructure may be established. In 
the future, there will also be an application of a method 
that is based on blockchain technology to ensure the safety 
of the transmission of data in smart homes.
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