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ABSTRACT

Black hole attack is one of the security threat in which
the traffic is redirected to such a node that actually
does not exist in the network. It’s a real world analogy
to the black hole in the universe in which things
disappear. The node presents itself in such a way to
the node that it can attack other nodes and networks
knowing that it has the shortest path. MANETSs must
have a secure way for transmission and
communication which is quite challenging and vital
issue.

Study of previous work concludes that works done on
security issues in MANET were based on different
reactive routing protocol but still there is needs to
avoid Black Hole attack in MANETSs. This research
work proposed detection and mitigation technique to
avoid black hole attack and improve the network
performance. Performance of proposed solution is
similar with original AODV and tries to maintain
privacy of content.

INTRODUCTION

Wireless ad-hoc networks are composed of
autonomous nodes that are self- managed without any
infrastructure. In this way, ad-hoc networks have a
dynamic topology such that nodes can easily join or
leave the network at any time. They have many
potential applications, especially, in military and
rescue areas such as connecting soldiers on the
battlefield or establishing a new network in place of a
network which collapsed after a disaster like an
earthquake. Ad-hoc networks are suitable for areas
where it is not possible to set up a fixed infrastructure.
Since the nodes communicate with each other without

an infrastructure, they provide the connectivity by
forwarding packets over themselves.

To support this connectivity, nodes use some routing
protocols such as AODV (Ad-hoc On-Demand
Distance Vector), DSR (Dynamic Source Routing)
and DSDV (Destination-Sequenced Distance-Vector).
Besides acting as a host, each node also acts as a
router to discover a path and forward packets to the
correct node in the network.

As wireless ad-hoc networks lack an infrastructure,
they are exposed to a lot of attacks. One of these
attacks is the Black Hole attack. In the Black Hole
attack, a malicious node absorbs all data packets in
itself, similar to a hole which sucks in everything in.
In this way, all packets in the network are dropped. A
malicious node dropping all the traffic in the network
makes use of the vulnerabilities of the route discovery
packets of the on demand protocols, such as AODV.
In route discovery process of AODV protocol,
intermediate nodes are responsible to find a fresh path
to the destination, sending discovery packets to the
neighbour nodes. Malicious nodes do not use this
process and instead, they immediately respond to the
source node with false information as though it has
fresh enough path to the destination. Therefore source
node sends its data packets via the malicious node to
the destination assuming it is a true path. Black Hole
attack may occur due to a malicious node which is
deliberately misbehaving, as well as a damaged node
interface. In any case, nodes in the network will
constantly try to find a route for the destination, which
makes the node consume its battery in addition to
losing packets.
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In our study, we simulated the Black Hole attack in
wireless ad-hoc networks and evaluated its damage in
the network. We made our simulations using NS-2
(Network Simulator version 2) simulation program
that consists of the collection of all network protocols
to simulate many of the existing network topologies.
Even though NS-2 contains wireless ad-hoc routing
protocols, it does not have any modules to simulate
malicious protocols. Thus, to simulate Black Hole
attacks, we first added a new Black Hole protocol into
the NS-2. We started our study by writing a new
AODV protocol using C++, to simulate the Black
Hole attack.

DIAGRAM:

Having implemented a new routing protocol which
simulates the black hole we performed tests on
different topologies to compare the network
performance with and without black holes in the
network. As expected, the throughput in the network
was deteriorated considerably in the presence of a
black hole.

Afterwards, we proposed an IDS solution to eliminate
the Black Hole effects in the AODV network. We
implemented the solution into the NS-2 and evaluated
the results as we did in Black Hole implementation.
As a result, our solution is eliminated the Black Hole
effect with 24.38% success.
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Fig (1). Propagation of the RREQ message
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Figure 2 — Unicasting the RREP message

EXISTING SYSTEM

In the study, Conducted by Nath &
chunky(2012).The researcher have tried to prevent a
black hole in networking using the concept of
clustering. The black hole comes in the path from
source node to destination node According to the
characteristic of the malicious node during black hole
deployment node just receive data packet but never
forwaded to destination node. Thus if server check
only activity from sending & receiving packet then
server is able to detect a malicious node. So,by doing
this clustering it will be easy to server to check the
node for the communication behaviour.I any node just
receive just a data and it not forwarded any packet,
then it will be suspect to the black hole node in the
network.

However, the researcher have not provided any
solution to detect the malicious cluster head the
network and the internal malicious attacker the
researcher have presented the detection and
prevention scheme to study the effect of external
malicious node entering in the network and in a
internal node have been measured in trusted node.
The attacker may cooperation some internal node in a

network and get access the important information in a
network. There getup a need to detect and prevent
may malicious node present internally in an network
including cluster head which can be compromised
node present.

CONCLUSION:

In this study, we designed and implemented MANET
using AODV Network. For this purpose, we
implemented an AODV protocol that behaves as
Black Hole in NS-2. We simulated scenarios
which has 50 nodes that use AODV protocol and also
simulated the same scenarios before introducing
one Black Hole Node into the network.

Moreover, we are also proposing a solution that will
attempt to reduce the Black Hole effects in NS-2 .

Mobile Ad Hoc Networks has the ability to deploy a
network where a traditional network infrastructure
environment cannot possibly be deployed. With the
importance of MANET comparative to its vast
potential it has still many challenges left in order to
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overcome. Security of MANET is one of the
important features for its deployment. In our thesis we
have analyzed the behaviour and challenges of
security threats in mobile ad hoc networks with
solution finding technique.

Although many solutions has been proposed but still
these solutions are not perfect in terms of
effectiveness and efficiency. If any solution works
well in the presence of single malicious node, it
cannot be applicable in case of multiple malicious
nodes. After studying all the approaches our
conclusion is that the approach offered by Deng suit
well in our scenario. The intermediate reply messages
if disabled leads to the delivery of message from
destination node will not only improve the
performance of network rather it will secure the
network from Black Hole attack.

In our study we analyzed that Black Hole attack with
four different scenarios with respect to the
performance parameters of end to end delay,
throughput and network load. In a network it is
important for a protocol to be redundant and efficient
in term of security., We have analyzed the
vulnerability of two protocols OLSR and AODV have
more severe effect when there 1s higher number of
nodes and more route requests. The percentage of
severances in delay under attack i1s 2 to 5 percent and
in case of OLSR, where as it is 5 to 10 percent for
AODV. The throughput of AODV is effected by
twice as compare of OLSR. In case of network load
however, there is effect on AODV by the malicious
node is less as compare to OLSR.
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