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ABSTRACT

In the past decade, Internet of Thi¢ST) has been wireless communicationtechnolog' through web
attention of analysis. Security apdvacy are the key infrastructure for theexchang of knowledge, and
problems for 10T applications, anstill face some survey of the all securitissu¢ taking part in the web
monumental challenges. So asfaailitate this rising of things additionally asecurity issue faced by the
domain, we tend to in shonteview the analysis top user. The security of thwireles: communication

progress of loT, and listen to thprotection By
suggests that of deeply analyzirthe protection
design and options, the protectiovecessitie are

given. On the idea of those, we teto-discuss the Internet

analysis standing of key technologtogether with
cryptography mechanismgommunicatio security,
protective device knowledge amsdientific discipline
algorithms, and in brief define tloballenge:

Keyword: Internet of things, IOT threads; Security;
Issues of security; Privacy; 10T challenges.

INTRODUCTION

The Internet of things (loT) is thahe system of
physical devices, vehicle, homeappliance and
different objects entrenched witbhysics software,
sensors, actuators, and property ' modify these
items to affix additionally to modifypver data. each
item is unambiguouslhacknowledgeab through its
embedded ADPS however is inpasitior to inter-
operate at intervals the present vinfrastructure.
Now days, web of things having hugeowth within
the field. the web technologiesquarr measure
primarily employed in all over.

Internet of things is meted out a@ommunicatio

through on web technology. wekubjec was 1st
planned by Kevin Sir FredericRshtor as on year
1982. During this paper we have tendency to
focuses numerous regardingdvance mode of
communication between numerofislds for virtual

surroundings as on IOT building treonception of
device to device communicatiotechnology The

technologies and stepskering for addressing all
level of security problemwith 10T.

Of Thins in asecurity and privacy
perspective, the expectgeervasivi introduction of
sensors and devices infwesentl' intimate areas —
like the house, the camnc with wearable’'s and
ingestible, even the bodypese explicit challenges.

IOT THREADS:

» SECURITY THREADSIN SMART HOME
Smart home servicesar be exposed to cyber
attack because serviggoviders do not consider
security at earlier stage.

» TRESPASS
If the smart door iseffected by codes or
unauthorized part orsmar home. To prevent
these attack passworof smart door should
frequently changedauthenticatio, access control
applied.

> MONITORING AND
INFORMATION LEAKAGE
Lot of sensors are usedr monitoring , house
breaking. If these sensbiacked by attacker data
encryption appliethetweel gateway and sensors.

» DOS/DDOS
Attackers may accessmar home network by
send bulk message3hey also send malicious
codes to attack device: for avoid this
authentication to block aimauthorized access.

» FALSIFICATION
If the smart homecommunicat with server the
attacker may changiniipe packets gateway. To

PERSONAL
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secure SSL (Secure Sockémyer technique
applied.

ATTACKSIN LAYER:

HARDWARE LAYER

Hardware layer is the root of tlenputing system
and the hardware security systemdeveloped for
mobile and desktop and cloud systems.

SECURITY FOR HARDWARE:

The hardware Trojans are exist @& chip. The
hardware level Trojans maliciousomponent or
instruction sequence that whémggered circumvent
security guarantees.

HARDWARE FOR SECURITY:

Two properties are hardware secutéchniques
» A hardware root of trust.

» Hardware supported software

The hardware is mainly used to steryptographic
keys.

SYSTEM SOFTWARE LAYER:

In system software layer firmwarOS code and
private illegal system applicatic:-or program
frameworks are processed.

The software can be mainlgecure by these
techniques.

» Process isolation

» Access control

» Information flow control

» Software updates

» Authentication

NETWORK LAYER:

The network layer is mainly used communicate
with one another. IOT network imarked by a
multitude of protocols and fixefdinctior devices.

ANALYSIS OF DIFFERENT TYPES OF

ATTACKSAND POSSIBLE SOLUTIONS

The 10T facing various types ddttack: including

active attacks and passive attaddence the security

constraints must applied to prevedevices from

malicious attacks. In this differetytpes of attacks and

levels of attacks is discussed.

» Low-level attack: If an attackertries to attack a
network and his attack is nsticcessfu

» Medium-level attack: If ar attacker/intruder or an
eavesdropper is judistenin¢ to the medium but
dont alter the integrity adata

» High-level attack: If an attacl is carried on a net-
work and it alters thentegrity of data or modifies
the data.

> Extremely  High-level attack: If an
intruder/attacker attackon a network by gaining
unauthorized access ¢ performing an illegal
operation, making thene- work unavailable,
sending bulk messages jamming network.

SECURITY

» CRIME
The 10T will expandcriminal uses of Internet by
providing vastly moredevice: for criminals to
exploit and multitudes mew protocols.
Crime-as-a-servicallows one to commit crimes
from a great distanceanc protected by poor
traceability.

» CYBER WALFARE
This cyber physicatysten machines has ability to
manipulate the physicienvironment that their
controlled by embeddezompute systems.

» EMERGENT BEHAVIOURS

These side effects a happened because of
feedback relationships.

SECURITY ISSUES
SECURITY [ISSUE
NETWORK

The operations that aperformecin WSN are
» Attacks on secrecy aralithenticatio

> Silent attacks on servigategrity

> Attacks on networlavailability.

IN WIRELESS SENSOR

DOSATTACK ON PHYSICAL LAYER

The physical layer carric out the function of
selection and generation carrier frequency. This
layer is attached mainkprougt

» Jamming

> Node tempering

DOSATTACK ONLINK LAYER

The link layer providesletectiol of data frame, MAC
and error control. Some (the places where DOS
attack take place in this layare

» Collision

» Unfairness

> Battery exhaustion
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DOSATTACK ONTHE NETWORK LAYER

The main function of network layer &SN routing.
In network layer the DOS attack @ppen in these
layers,

» Hello food attack

» Homing

» Selective forwarding

» Syhil

» Wormhole

SECURITY ISSUESIN RFID

RFID is used for exchangirigformatior without any

manual work.

1. UNAUTHORIZED TAG DISABLING
Render a RFID tag to malfuncti@anc misbehave
under the scan of a tag reader.

2. UNAUTHORIZED TAG CLONING
The capturing of thedentificatior information.
Ones the identificationinformatior of tag is
compromised then replicatiorof the tag is
possible.

3. UNAUTHORIZED TAG TRACKING
A tag can be traced through ree they can read
information. . There is no comlientiality

4., REPLAY ATTACKS
In this the attacker uses a tagéspons to rouge
readers. In replay attacks theommunicatio
between the reader and tagnterruptec

PRIVACY:

In this we discuss the privacy impe of internet of
things, we discuss the privaaypact: of society of
these data streams enables BT and grant
challenges arise from them.

Location data

Audio data

Video data

Digital identity

Vehicles

Other personal data

Ubiquitous sensing

VVVYVYVY

PRIVACY CONCERNSOF 10T

Privacy can be protected in thaevice in storage
during communication. The privacy aéer: and their
data protection has been concerri®dtheir secure
communication.

PRIVACY IN DEVICE

The information may be leaked oirt the case of
unauthorized manipulation or handlioghardware or
software in these devices. In ordemptovide privacy,

protecting the personahformatior incase device is
theft. This can be achievdry WSN by using multi
routing random walk invireles: device.

PRIVACY DURING COMMUNICATION

In this encryptiontechnolog is used to achieve
confidentiality during communication and
pseudonyms can be repladyy encryption.

PRIVACY IN STORAGE
To achieve the real identitwith the storage of data
psudonymization andnonumizatio could be used.

PRIVACY IN PROCESSING

> Itis mainly processed awo things. Personal data
must be rarely collected the intended purpose.
Without the data owneknowledg¢ personal data
should not be accessedthird parties.

User permission andheir awareness are the
requirements of daarocessing

>

>

|OT CHALLENGES:

The most importanthallenge are
Data privacy

Data security

Insurance concerns

Lack of common standa
Technical concerns
Security concerns

YV VVVYY

DATA PRIVACY

Some manufacturers simar TVs collect data about
their customers to analyzkeir viewing habits so the
data collected by the smarV/s may have a challenge
for data privacy duringransmissior

DATA SECURITY

Data security is also area challenge. While
transmitting data seamless it is important to hide
from observing devices dhe internet.

INSURANCE CONCERNS:

The insurance companies stalling 10T devices on
vehicles collect data abohealtl and driving status in
order to take decisions abansurance

LACK OF COMMON STANDARD

Since there are mamgtandard for IoT devices and
loT manufacturingindustries Therefore, it is a big
challenge to distinguishetweel permit- ted and non-
permitted devices connectemthe internet.
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A GRANT CHALLENGESOF IOT

> A SCIENTIFIC OR TECHNICAL
CHALLENGES
The main challenges iscalculatc of data

transmission rates predisignifican engineering.
The general estimation sciend¢e approximate
how difficult is to identify anindividual form of
data.

The common criteria have definsét of privacy

qualities for privacy preservini identity
management.

» ANONIMITY
An individual use of resourceithoui disclosing
identity.

» PSEUDONYMITY
An individual use resourcwithout identity but
remain accountable for use.

» UNLINK ABILITY
An individual make multipleuse of resource
without others being able to lintkesttogether.

» UNOBSERVABILITY
An individual may use a resourgvithout others,
especially third parties able tobserv: that the
resource being used.

CONCLUSION

IoT is a scheme of connectguhysica objects that
square measure accessible throughweb

This paper is focus on securityulnerabilities and

therefore the challenges featuredIOT. the safety
necessities are mentioned during tbaper take into

account the importance of IQSecurity Its important

to put in security mechanism ifOT devices and
communication networks. Finalhgurinc this paper
chiefly focus regarding securitgroblem: and their

challenges and conjointly secul®T devices by
victimization security necessities.This — paper
mentioned regarding a way to sectine IOT layers

like hardware, Software, Netwaqrk Application

Layers. Consistent with thispape security

mechanism for these layers’s doirsgem to be
developed and in future the safety these systems
ought to developed. During thipape the author
focuss regarding the privacy dafate in 10T, the

economical info management atiteir method. The
most issue of web of issue is security.
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