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ABSTRACT

Data backup and Disaster Recovery/Busil
Continuity issues are appropriate essential in 08\
since the importance and shared value of digittéd
is continuously rising. Every organization requi
business camuity plan or disaster recovery plan &
data backup which reduce within the cost cons:
while achieving the target recovery requirement
terms of recovery time objective and recovery p
objective. The aim of this paper is to overview
various techniques in data backup and dise
recovery in the cloud environment.
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INTRODUCTION

Cloud computing becomes more popular in |-
scale computing day by day suitable to its capigt
to share worldwide distributed resources. Users
access to cloubased services throughout Inter
around the world. Backup and recovery refers tc
method of backing up data in case of a loss
setting up systems that allocate to data recoveg
to data loss. Backing up data requires replicasiod
archiving computer data, so that it is easy totgeh
case of data deletion or corruption. Datrom a
previously time may only be recovered if it hasrb
backed up. Data backup is a form of disaster ragc
and should be part of any disaster reco
arrangement.

DISASTER RECOVERY:

A disaster is an unpredicted event in a sys
lifetime. It can be made by environment (like t
tsunami and earthquake), hardware/software fail
Cloudbased DR solution is an increasing tende
because of its ability to accept disasters andhdieae
the consistency and availability.

DISASTER RECOVERY CHALLENGES:

1. Dependency :
Data backup is on position of service provider:
well. This problem makes dependency on C
for customers (such as organizations) and alsc
of data because of disas

2. Cost:
Initializing cost amortized once a year co
Ongoingcost: storage cost, data transfer cost
giving out cost .Cost of potential disaster: Cds
improved disasters and also cost of unrecovel
disaster

3. Failure Detection :
Failure detection time powerfully affects on -
organization downtime, so it icritical to detect
and information a failure as soon as potentiakf
fast and correct DR.

4. Security:
DR can be produced by nature or can be hi-
made. Cybeterrorism attack is one of hun-
made disasters which can be expert for
reasons. In this s&, security and recovery
important data will be a main purpose in DR pl
beside of system restorati

DISASTER RECOVERY SOLUTION:

L ocal Backup:

Local storage can be updated through a prote
channel. By this technique, migration between cl
sewvice providers and also relocation between pt
to private, and private to public is possible. e
experience of a disaster, local backup can sup@
services that were served by the service provi

Inter-Private Cloud Storage (IPCYS):

Users @ta should be stored in three differ
environmental locations: Servers, Local backup ese
(LBS) and remote backup server (RE
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CLOUD SERVER CENTRAL REPOSITORY:

In some respects cloud servers work in the same
as physical servers but the functighsy give can b
very different. There are two main options for g
» Shared hosting

» Dedicated hosting

» Shared hosting :
Shared hosting is the cheaper selection whe
servers are shared between the hosting provic
clients. One client’'s welt® will be hosted or
the same server as websites belong to «
clients.

» Dedicated hosting :
Dedicated hosting is a much more difficult fo
of hosting, whereby clients obtain whole phys
servers.

BACKUP REPOSITORY:

The main cloud is termed as the central depos
and remote backup cloud is termed as Bar
repository. And if the central repository maged
its data under any situation either of argtural
disaster (for ex earthquake, flood, fii etc.) or by
human attack or deletion that has been d
incorrectly and then it uses the in sequefroen
the remote repository.

The Remote backup services should cover
subsequent issues:

» Privacy and ownership.

» Relocation of servers to the clouc

» Data security.

> Reliability.

» Cost effectiveness.

Privacy and owner ship:

Different clients access the cloud with tremilar
login or after any verification process. Thae
liberally allowed to wupload their private &
necessary data on the cloud.

Relocation of server:

For data recovery there must transfer of server t
the cloud. The Relocation of server means to rer
main server’s data to another server however the
of location is unidentified to the clien

Data security:
The client’s data is stored at central repositoith:
complete security.

Reliability:

The remote cloud must have the reliabi
characteristics. Because in cloud computing thm|
cloud stores the complete data and eachtcie
independent on the main cloud for each and e
small amount of data; trefore the cloud and
remote backup cloud must participate a redic
role.

Cost effectiveness:

The cost for execution of remote server dtxd
recovery & backip technique also play
important role while creating the <cture for
main cloud and its reporter remote cl¢

CLOUD SERVICE MODELS:

Softwar e as a Service (SaaS):

SaaS is a group of application and software; dvedl
the clients to give to the software insteof purchase
it. Software application is available as serviceh®
customer based on their demand. Twitter, Face
whatsapp provide Software as avice.

Platform as a Service (PaaS):

This model provide platform as a service. T
provides clients to develop his own applicatiomng
the tools and program languages. This servic
hosted in cloud and right of entry by clients us
internet. Goolp App engine, Amazon provides t
platform as service.

Infrastructureasa Service (1aaS):

This model provides the common resource servi
It provides the computing communications |
storage, virtual machine, network connecti
bandwidth, IP addss. laaS is complete package
computing.

CLOUD DEPLOYMENT MODELS:

» Public Cloud: A public cloud is available to ar
client with an internet ability, is less se&l
than the private cloud because it can be ac
by general public.

» Private Cloud: Private cloud is available to
specific organization so that the user who bel
to that organization can have access the dat
is more secure than the pub

» Hybrid Cloud: The hybrid cloud is basicall
combination of no ks than two clouds suc
as combination of private, community or pul
cloud.
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» Community Cloud: Community cloud allows th
propertyand system to be accessible by quatr
of associated organization.

CLOUD STORAGE:

Cloud Storage is a PaaS, arebjuirements carefi
planning and a thorough implementation. T
requires using an included adoption of multi
vendors’ solutions. Cloud Storage is an aree
experience fast growth in user requirements ankl
space use. Therefore, it must be ea use, and able
to manage with an increasing demand.

There are three data services are
» Backup Automation

» Data recovery

» Data migration

» BACKUPAUTOMATION::

Cloud Storage uses a number of enterg
solutions such as lomega/EMC, Lacie, Wes
Digital and HP to distribute a fast and consis
automation services. The experiment perfo
backup automation between 1,000 and 10
files, which are available ithe accessible syste
for user support.

DATA RECOVERY :

Data recovery is an significant service to recc
lost data due to accidents or emergency sery
In the previous experience, it took two weeks
recover 5 TB of data for disaster recovery t
requires different skill and systems to retrievea
and restore good quality data back to ClI
services. Data archived as Virtual Machines
Virtual Storage speed up recovery proce
DATA MIGRATION:

Data migration is common amongst Clouds is
also applicable to data exhaustive research. V
there are more organizations going for pri
cloud deployment, data migration between Clc
is common and may authority the way sen
delivery. But there is no analysis the impact
moving single arge documents between priv
clouds.

CONCLUSION:

In Cloud Computing has been the need for cond
of security features of data, especially now ttetds
getting stored and shared on the cloud. There
backup and recovery services have becom
complete requirement when it comes to managel
of data. It is most capable way to approach

organization, certainly preferable to spending &hla
time and resources to try and recover data mant
Positive backup and recovery services are prowt a
small yearly cost.
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