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ABSTRACT

During the past decade e banking has emerged
enormous speed. The use of e banking and
application of e banking is now enormous these c
But the modern bankingompletely relies on intern
and computer technology, the threats and the cls:
of breaching the security has also increased. W
totally dependent on the internet to carry out
transactions and the daily routines in the banksis
there is thermnmense need of increasing the securit
the banking field. We have developed the syste!
which we have developed a secure banking sys
We are using Finger print authentication device
the GSM module to carry out the functionalitiestoe#
system.

Keyword: Finger Print authentication device, GSM
module.

l. INTRODUCTION

During the last decade the banking structure has
converted into the e banking system in which
daily routine work is being implemented usi
internet and advanced computerhieology. Becaus
of the immense need of the use of internet thess
immense threat of the hacking and disturbing
structure of the banking.

We have developed such a system that will er
safety in to the present structure of the e bankilig
have used a technique in which we are using a F
print authentication device and the GSM module
enhance the security in the e banking system tipet
next level.

Our proposed methodology is that when the us:
ready to carry out the transactioasd to perforn
some of the functions in his/her accc he/she is
required to authenticate himself/herself using Ei
print authentication device.

The print of the user is matched with the one plane
the database, if the print matches a code be send
to the number of the user and the user is promiot
input the code received, if the code matches the
send by the system the user will allow to perfohm
transactions and make changes in the system.
process will ensure the security he system to the
next level.

In the first process in which the finger print
authenticated, we have used different MATL
functions and schemes and algorithms for matc
the print of the finger with the one placed in
database.
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I, EXISTING WORK IN CONTROL

SYSTEMS
1. It is important for the banks to provide th
Customers, a safe and secure access to
Accounts, sometimes hackers try to access
different user accounts by hacking the Autom:
Teller Machine. To prevent the Automated Te
Machine to be hacked by different hackers’ fin
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print scanner should be provided with e
Automated Teller Machine. By providing Finc
scanner with each Automated Teller Machin
will ensure after verifying that account w
accessed by the original custemor by the
specific person who had the access for
account. This will ensure security and will prev
from unauthorized access.

2. As banking system is shifting toward onli
banking system where they always need inte
to send and receive informatio.some crimina
hackers try to hack different user accounts thrc
internet if they successfully access some acco
then it results in the form of big loss for 1
customer and for the banks also. So it is nece:
that the customer should be secy identified
before each login to the accounts for this pury
different technologies should be used for safe
secure access to the account and for
identification of the customer.

3. ATM is the electronic telecommunication dev
used for transactionlt can be accesses
anywhere for cash with draw, deposit money
transfer funds, but no proper authenticatior
used. So there is need to securely identify
person before accessing the account so ther
face recognition should be used thatl ensure
the authorized access to the account was m
otherwise user will not be able to login if fe
recognition process was not complet

[11. Hardwareused in the system
The hardware implemented in the system are fi
print authentication device dnthe GSM module

IV. DataFlow diagram

Both the modules have vital and different importa
in the system.

Finger print authentication deuvi

The device is used to authenticate the user
authentication process occurs every time the
wants to make changes in the acc or to with draw
or to submit funds in the accou
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We are using the GSM module which has

functionality to send the code message to the tae
after the authentication phase. The user has w&r
the code in the given field to perform the tranions
and the if the code entered by the user matchds
the one send by the system the user will be gitel
perform the transactions.
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System flow diagram:-
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Use Case Diagram:-
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Explained View of the system:-

In our system we have used the methodology w
consists of three phases. Now we will explain
entire structure and the working of the sys

Registration phase: -

In this phase the user is registered. This is st
phase. When thaser wants to open an account ir
the bank, the user is required to give his/herdn
impression to register himself herself. Beside
setting up the PIN password the user is also egid
on the basis of the finger print impression. Therus
asked to place the finger three times on the fir
print scanner to get the fair good and clear imaig
the finger.

Besides this we have used other MATLAB functi
and also created some of them to enhance the i
and to place in the database. We haveed
Normalization techniques and frequency distribu
techniques and orientation image estimation anc
region mask distribution.
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Authentication Phase: -

In this phase the user is authenticated. This g3
done by matching the finger print inession of the
user with the finger print impression saved in

database. In this phase only the registered use
enter. When the user is registered the PIN nung
given to him/her also with account number and

account password. In this phase ther enters th
ATM booth enter the account number. Enter

account type. Verify type. Enters the pin. Then

PIN is verified. Then comes the use of the Fir
print authentication device. The user submits

impression of the finger and that imprion is
checked with the one placed in the database. |
impression matches the one placed in the databa:
user is allowed to access the account and perfoe
activities. If not the user will be blocked andlwiot

be allowed to access the acct and perform the
transactions.

GSM code gener ation phase:-

This phase is used for enhancing and ensuring
security in to the system to the next level. Whes
user is authenticated the system will send the to!
the number given by the user at ttime of the
registration. The user is then prompted to enter
code in the required field. Then the code is che
with the code send by the system, if the code nest
the user is fully authorized to access the accaund
perform the functionality. f the code does not
matches the wuser is blocked to perform
functionality and will not be authorize
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Fig, Working of Biometric Authentication

Benefits of our proposed methodology:-
The benefits of proposed systare:-

Fairness:-

Our system will introduce fairness in the e bani
proces to next level. As the methodology propo
by us is nearly impossible to break. So it \
introduce fairness in the electronic banking pres

Uniqueness:-

We have defined uniqueness in our system. E
user has the unique identity because of the«que
finger print. No user would be allowed to access
account of any other user.

Privacy:-

We have paid special attention to privacy in
system. The privacy of the user will be maintaioe
all conditions.

Accuracy:-

Our methodology is accurate. e have introduced
accurate and dependable devices in the system.
will provide the most accurate result is all cormfis
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Efficiency:-

Efficiency is the important factor that we he

considered.

Conclusion:-

We have developed a system which can
implemented in the e banking system. We have
advanced security techniques. We make the usee:
finger print authentication device and the G

Face detection and the voice recognition techni
can be used to enhance the sect
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