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ABSTRACT

Cloud computing is a new and innovative technolc
which serves resources as a service to cloud
Cloud computing technology provides optim
utilization of computing resources in less costjohl
attract organization tde part of cloud custom
market. Day by day cloud users are getting incre:
Cloud serves laaS, PaaS, SaaS and DaaS as a:
on various private public, community and hyt
cloud levels. On cloud data is stores over the agt
and this network ishered and access by various cli
users, so data security and privacy are key coac
Due to shared architecture of cloud, securityvgask
challenging job. Various security methods
suggested by cloud researchers to maintain sec
and privacy fo cloud data. In this survey paper we
presenting a review of various cloud security ttg
and available methods for protection
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1. INTRODUCTION

The term “Cloud Computing is the ©mputing
services in Information  Technology il
infrastructure, platforms, or applications could
arranged and wused through the internet
Infrastructure upon which cloud is built upon ¢
large scaled distributed infrastructure in whiclarghl
pool of resources are generally virtualized, i
services which are offered are distributed to ¢fien
terms of virtual machines, deployment environm
or software. Hence it can be easily concluded
according to the requirements and current workly
the services of cloud could be scaled dynamicaly
many resources are used, they are measured an
the payment is made on the basis of consumptic
those resources [12].
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Cloud provides various facility and benefits bufl gt
has some issueggarding saf access and storage of
data. Several issues are there related to cloudise
as: vendor lock-in, multienancy, loss of contrc
service disruption, data loss etc. are some of
research problems in cloud computing. In this pi
we analyzethe security issues related to cl
computing model. The main goal is to study diffe!
types of attacks and techniques to securethe «
model [2].

2. CLOUD COMPUTING

Cloud Computing is a distributed architecture

centralizes server resources on aable platform so

as toprovide on demand computing resources

services. Cloudervice providers (C¢'s) offer cloud

platforms for theircustomers to use and create tl

web services, much likéenternet service provide!

offer costumers high speéroadbancto access the

internet [3].

2.1 SERVICE CLOUD
COMPUTING-

Generally cloud services can be divided three

categories:

MODELS OF

2.1.1 Software-as-aService (SaaS

SaaS can be described as aprocess by \
Application ServiceProvider (ASP) providedifferer
software applications over the Internet. This meke
customer to get rid of installing and operat
theapplication on own computer and also elimin
thetrenendous load of software maintenar
continuingoperation, safeguarding and sup

2.1.2 Platform as a Service (PaaS
“PaaS is the delivery of acomputing platform
solution staclkas a service withoutsoftware downlo:
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or installation for developers, IT managers or -
users.

2.1.3 Infrastructure as a Service (laaf):
Infrastructure as a servig¢g@aS) refers to the shari
of hardware resources for executisgrvices usini
Virtualization technology. Its main objective ¢
make resources such as servers, network and st
moreredily accessible by applications and opera
systems.

2.2 TYPES of CLOUD COMPUTING

2.2.1 Public Cloud:

A Cloud infrastructure provides too many custon
and is managed by a thipérty and exists beyond t
company firewall. Multiple enterprises can worn
the infrastructure provided, at the same time asetg
can dynamically provision resources

2.2.2 Private cloud:

Private cloud can be owned or leased and manag
the organization or a thirgharty and exist at o
premises or offgremises. It is more pensive and
secure when compared to public cloi::

2.2.3 Hybrid Cloud:

A composition of two or more cloud deploym
models, linked in a way thalata transfer takes pla
between them without affecting each other. Tt
clouds would typically be created fthe enterprise
and management responsibilities would be
between the enterprise and the cloud providerhis
model, a company can outline the goals and nee
services.

2.2.4 Community Cloud:

Infrastructure shared by several organizations &
shared cause and may managed by them or a thi
party service provider and rarely offered cloud elo
These clouds are normally based on an agree
between related business organizations suct
banking or educational organizations.

3. SECURITY IN CLOUD C OMPUTING

Organization uses various cloud services as |
PaaS, SaaS and the models like pu private,
hybrid. These models and services have variousl
security issues. Each servicwdel is associated wi
some issues. Security issues are considin two
views first in theview of service provider who insur
that services provided by them should be secure
also manages the custonserdentity managemer

Other view is customer view that ensures service
that they are using is securing enoug].

3.1 SECURITY
COMPUTING-
Following are the major security threats [3,£
3.1.1 Elasticity-
Elasticity is defined as the degree to which aesysis
able to adapt to workloadhanges L provisioning
and deranged resources in an autonomic nr, such
that the available resourceiatch the current demal
at any time as closely as possible. Elasticity ieg
scalability. Itsays that consumers are able to scal
and down as needed. This scaling enables tena
use a resource that is assignereviously to other
tenant. However this may lead to confidenti:
iISsues.

ISSUES IN CLOUD

3.1.2 Multi-Tennancy-

Multi-tenancy is a major concern in cloud comput
Multi-tenancy occursvhen various consumers usi
the same cloud to shatke information and data
runs on a single serveMulti-Tenancy in Cloud
Computing occurs when multiple consumers shart
same application, running on the same oper
system, on the same hardware, with the same-
storage system and both the ater and the sufferer
are sharing the commaerver

3.1.3 Integrity:

Integrity makes sure that data held in a systera
proper representation dtie dat intended and that it
has not been modified by an authorized person. v
any application is running on arver, backup routine
is configured so that it is safe in event of a data-
loss incident. Normally, the data will backup toy:
portable media o regular basis which will then |
stored in an off-site locatior

3.1.4 Insider & Outsider Attacks-

Cloud modelis a multitenant based model that
under theproviders single manageme domain. This
is a threat that arises within the organizationer€l
are no hiring standards ¢ providers for cloud
employees. So a third party vendor can easily liae
data of oneorganization and may corrupt or sell t
data to other organization.

3.1.5 Confidentiality:

Confidentiality ensures that data is not disclose
unauthorized personsConfidentiality loss occur
when data can be viewed or read by individuals
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who are unathorized to access it. Loss
confidentiality can occur physicallgr electronically
Physical confidential loss takes place throwsocial
engineering Electronic confidentiality loss taki
place when the clients and servers @oé encryptin
their communications.

3.1.6 Availability:

Availability ensues that data processing resources
not made unavailable bgnalicious action. It is th
simple idea that when a user tries to ac something,
it is available tdbe accessed. This is vital for miss
critical systems.Availability for these systems
critical that companies have business continui
plans (BCP*s) in order for their systems to hav
redundancy.

4. RELEATED WORK

Although cloud service providers can provide bes
consumers, security risks play a major role in
cloud computing environment. Useof online date
sharingor network facilities are aware of the poten
loss ofprivacy [8]. According to a recent IDC surv
[3], the top challenge for 74% of CIOs in relation
cloud computing is security. Protecting private ¢
important information such asredit card details ¢
patients medical records from attackers or malici
insiders is of critical importance [5].

Moving databases to large data eninvolves many
security challenges [7] such as virtualizat
vulnerability, accessibility vulneraliy, privacy and
control issues related to data accessed fa third
party, integrity, confidentiality, and data loss
theft.[1] Present some fundamel security
challenges, which are data storage sec
application security, data transmission sect and
security related to third-party resourc

In different cloud service models, the sect
responsibility between users and providers
different. According to Amazon [8], their EC
addresses securitgontrol in relation to physica
environmental, andvirtualization security, wherea
the users remainesponsible for addressing secu
control of the IT system including the operatii
systems, applications and data.

According to [3], the way the sponsibility for
privacy and security in a clo computing
environment is shared between consumers cloud
service providers differs between delivery moc In

SaaS, cloud providers are more responsible fo
security and privacy of application services thaa
users. This responsibility is more relevant to 1
public than theprivate cloud environment because
clients need morstrict security requirements in t
public cloud. In PaaSysers are responsible for taki
care of the applicationthat they build and run cthe
platform, while cloudproviders are responsible f
protecting one usks applications from others. |
laaS, users are responsilfor protecting operatin
systems and applicationsyhereas cloud provide
must provide protection for t users data [7].

[5] claim that the levels adecurity issue in laaS are
different. The impact of security issi in the public
cloud is greater than the impact in private cloud.
For instance, any damage which occu the security
of the physical infrastructure or any failure relation
to the management of the security of infrastructure
will cause many problems. In the clc environment,
the physical infrastructure thal responsible for data
processing and data storage car affected by a
security risk. In addition, the pe for the transmitted
data can be also affected, especially whe data is
transmitted to many thirgarty infrastructure device
[11]. As the cloud services have been built over
Internet,any issue that is related to internet sect
will also affect cloud service Resources in the cloud
are accessethrough the Internet; consequently e
if the cloudprovider focuses on security in the clc
infrastructurethe data is still transmitted to the us
through networksvhich may be insecure. As a res
internet securityproblems will affect the cloud, wit
greater risks due twaluable resources stored witl
the cloud and cloudrulnerability. The technolog
used in the cloud is simildo the technology used
the Internet. Encryptiontechniques and secu
protocols are mno sufficient tc protect data
transmission in the cloud. Di confidentiality of the
cloud through the Internet hackers and
cybercriminals needs to be addressed an cloud
environment needs to be secure and private fontsl
[6].We will address three curity factors that
particularly affect single clouds, namely de
integrity, dataconfidentiality, and service availabili
5. TECHNIQUES TO SECURE DATA IN
CLOUD
5.1 Authentication and ldentity-
Authentication of users and even of communica
systems isperformed by various methoc but the
most common is cryptography. Authentication
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users takes place in various wdie in the form of
passwords that is known individually, in the forinac
security token, or irthe form a measurable quant
like fingerprint. Ghe problem with using tradition
identity approaches in a cloud environment is fa
when the enterprise uses multiple cloud se
providers (CSPs). In such a use case, synchror
identity information with the enterpri is not
scalable. Other problenagise with traditional identit
approaches when migratingfrastructure toward

cloud-based solution.

5.2 Malware-njection attack solution-

This solution creates a no. of client virtual maes
and storesall of them in a central stora( It utilizes
FAT (File Allocation Table) consisting of virtu
operating systems. Thapplication that is run by
client can be found in FAT table. All the instanees
managed andcheduled by Hypervisor. IDT (Interru
Descriptor Table) is used for integrity check

5.3 Data Encryption-

If you are planning to store sensitive informatama
large data store then yaeed to use de encryption
techniques. Having passwords and firewalls is g
but people can bypass themaitcess your data. Wh
data is encrypted it immia form that cannot be re
without anencryption key. The data is totally usel
to the intruder. It is a technique of translatidndate
into secret code. If you want to read the encry
data, you should have the secret ke password that
is also called encryption key.

5.4 Information integrity and Privacy -

Cloud computing provides information and resoul
to validusers. Resources can be accessed throug|
browsers and can also be accessed by mali
attackers. A conveniergolution to the problem ¢
information integrity is to provide mutual tro
between provider andser. Another solution can |
providing proper authentication, authorization
accounting controls so the process of acces:
information should go through kiaus multi levels o
checking to ensure authorized use of resourcese.
secured access mechanisms shoulgphoeided like
RSA certificates, SSH based tunnels.

5.5 Availability of Information (SLA) —

Non availability of information or data is a ma
issue regarding cloud computing servic Service
Level agreement is used to provide the informa
about whether the networksources are available 1

users or not. It is a trust bond between consumé

provider. A way to provide availability of resouscis
to have a backup plan for local resources as vg

for most crucial information. This enables the use
have the information about the resou even after
their unavailability.

6. CLOUD

STANDARDS
Standards for security define procedure processes
for implementing a security program. maintain a
secure environment, that provides privacy
security some specific steps performed by
applying cloud related activities by these stanslafc
concept called Defence inDeptt” is used in cloud to
provide security. This concept has layers of dede
In this way,if one of the systems fails, overlappi
technique can be used to provide security as il
single point of failure. Traditionally, endpointave
the technigue to maintain securitwhere access is
controlled by user.

COMPUTING SECURITY

6.1 Open Authentication (OAuth)-

It is a method used for interacting with protectiada.
It is basically used to provide data acc to
developers. Users can grant access to informadti
developers and consumers withcsharing of their
identity. OAuth does not provide any security tseit
in fact it depends orother protocols like SSL t
provide security.

6.2 Security  Assertion
(SAML)-

SAML is basically used in business deals secure
communication beteen online partners. Itis an XN
based standard used for authentication, authasiz
among the partners. SAMdefines three roles: the
principal (a user), a service provider (SP) anc
identity provider (IDP). SAML provides queries a
responses to spégiuser attributes authorization ¢
authentication information in XML format. Tt
requesting party is an online site that rece security
information.

Markup  Language

6.3 SSL/TLS-

TLS is used to provide secure communication ¢
TCP/IP. TLS works in basically thr phases: In first
phase, negotiation is done between clients to iije
which ciphers are used. second phase, key
exchange algorithm is used for authentication. &I
key exchangealgorithms are public key algorith
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The final and third phase involves messaccryption
andcipher encryption.

6.4 Open ID-

Open ID is a single-sigon (SSO) method. It is

common login process that allows use login once
and then use all the participating systems. It dus:
based on centrahuthorization for authentication

users.

7. CONCLUSIONS AND FUTURE WORK

One of the biggest security worries with the cli
computingmodel is the sharing of resources. Cli
service providers neetb inform their customers ¢
the level of security that thgyrovide on their clouc
In this paper, we fst discussed vario models of
cloud computing, security issues and rese
challenges in cloud computing. Data security isan
issue for Cloud Computing. There are several ¢
security challengesincluding security aspects
network and virtualization. Thigaper has highlighte
all these issues of cloud computing. believe that
due to the complexity of the cloud, it will be dffilt
to achieve end-tend security. New secur
techniques need to be developed and older se«
techniquesneeded to be radically tweaked to be ¢
to work with the clouds architecture. As ti
development of cloud computirigchnology is still a
an early stage, we hope our work vgrovide a bette
understanding of the design challenges of ¢
computing, and gve the way for further research
this area.
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